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1.Introduction to Comodo Unite

Comodo Unite allows users of all experience levels to group multiple computers into their own network by
establishing direct and secure VPN connections between them.

This peer-to-peer virtual private networking (VPN) application and instant messenger client requires no expert configuration and
effectively simulates a local area network over the Internet using 128 bit encrypted SSL connections.

Product Benefits

*  Comes complete with an instant messenger client that allows you to send and receive messages and files over an
encrypted communications channel

*  Allows you to quickly and securely access your home computer while at work and vice-versa
e Lets you easily share your applications and browsers with other users on your network
»  Simplifies the process of gaining RDP control over other networked computers

*  Works on a wide variety of networks and configurations - even those behind Network Address Translation systems
(NATSs) and corporate firewalls

e Provides full user network authentication prior to connection to servers
*  Provides network management via Unite web interface

Guide Structure

This guide is intended to take you through the step-by-step process of organization, configuration and use of Comodo Unite
application.

e Section 1, Introduction to Comodo Unite, is a high level overview of the solution and serves as an introduction to
the main themes and concepts that are discussed in more detail later in the guide.

e System Requirements - Minimum required Hardware and Software for the installation.

» Installation - A brief outline of the installation procedure

»  Starting Comodo Unite Application - Explains various methods of initiating the installed application.
*  Register a New Account - Explains how to create an account with Comodo Unite.

*  General Navigation - Description of Menus and Options in the main interface.

e Section 2, The Contacts and Network tabs -Provides an overview and explains the functionality and purpose of
Contact and Network tabs in the main interface.

e Section 3, Creating and Managing Your Networks - Explains how to configure your own networks and manage them
through the web-based management interface of Comodo Unite.

e Creating a New Network
» Editing a Network
e Section 4, The Tools Menu - Explains on configuration of overall behavior of the application.

*  User Profiles

*  General Settings

* Notifications

*  Sounds

*  Desktop Sharing

e Application Sharing
*  Service

*  3rd Party IM

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 4
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e Section 5, The Help Menu - Contains guidance on how to get help and support on using Comodo Unite, enter license
key and to view the 'About Comodo Unite' dialog.

e Section 6, The Unite Web Interface - Describes the way for creating an account using web interface.

»  Creating An Account And Logging-In To the Unite Web Interface
*  Using the Unite Web Interface
e Section 7, 'How to...'Tutorials, contains guidance on how to use various features of the application effectively.

* How to add a contact
*  How to create a new network
¢ How to join a network
e How to import, chat to and manage 3rd party IM contacts
*  How to start a desktop sharing session with your contact
¢ How to share an application with a contact
*  How to share a web browser with a contact
e How to connect to your own machine at home/work
*  How to leave a network
¢ How to change your access password
*  How to reset your forgotten password
»  Section 8, Comodo Unite Uninstallation, explains how to uninstall the application from your computer.

»  Section 9, Appendix 1- Obtaining a Digital Certificate, explains how to apply for, download and install your free
digital certificate for authenticating yourself to others.

e Section 10, Appendix 2 - How to Improve Performance by Using Direct Connections, explains how to and benefit
of using peer-to-peer connections.

e About Comodo, contains company and contact information.

1.1.System Requirements

The following table details the minimum system requirements required to install and run Comodo Unite.

System Requirements

Hardware

Component
Processor 1 GHz Intel Pentium Il or equivalent ! GHZ Intel Pentium IV 64 bit processor or
equivalent
Memory 128 MB RAM 128 MB RAM

Operating The following operating systems are supported: The following operating systems are supported:
System Windows XP Professional - SP2 or later Windows XP x64 Edition
Windows Vista - SP1 or later Windows Vista x64 Edition
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System Requirements

Windows 7 Windows 7 x64 Edition

Other

. Internet connection.
Requirements

1.2.Installation

Downloading and running the installer

Comodo Unite is available for 32bit and 64 bit versions of Windows XP, Vista or Windows 7. Users can download the version
they require from the Unite download page at:

http:/lwww.comodo.com/homel/internet-security/secure-messaging-vpn.php

Before you install Comodo Unite, read the installation instructions carefully and also review the system requirements listed in
the preceding section. Quit all other Windows programs before installing Comodo Unite as other active programs may interfere
with the installation.

After downloading the Comodo Unite setup file to your local hard drive, double click on Setup.exe to start the installation wizard.

Step 1: Welcome Screen

The set up program starts automatically and the Welcome screen of the installation wizard is displayed. At this time, you may
cancel the installation process or continue with the Comodo Unite Setup program.

] COMODO Unite Setup - =)
M - - —

Welcome to the COMODO Unite Setup

COMODO Wizard

=]
The Setup Wizard will install COMODO Unite on your
computer, Click Mext to continue or Cancel to exit the Setup

Wizard,

Back Next ] [ Cancel

Click 'Next' to continue.

Step 2: Preliminaries and License Agreement

To complete the initialization phase you must read and accept the License Agreement.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 6
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B
4 COMODO Unite Setup 1 0 & . § =HACT
End-User License Agreement %ﬂ
Please read the following license agreement carefully =
COMODO EASYVPN™ SUBSCRIBER AGREEMENT lil

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE.
PLEASE READ THE AGREEMENT CAREFULLY BEFORE
ACCEPTING IT.

IMPORTANT-PLEASE READ THIS AGREEMENT CAREFULLY

BEFORE APPLYING FOR OR USING THE EASYVPM SERVICES. BY
APPLYING FOR OR USING THE SERVICES OR BY CLICKING °1
AGREE", YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, THAT YOU UNDERSTAMD IT, AND THAT YOU AGREE -

[T]1 accept the terms in the License Agreement

Pint | [ Back Next

After you have read the End-User License Agreement, check the 'l accept the terms in the License Agreement' box and click
'Next' to continue installation. If you decline, you cannot continue with the installation.

Step 3: Choosing Installation Location

The next screen allows you to select the folder in your hard drive for installing Comodo Unite. The default installation location is
'C:\Program Files\Comodo\Unite\'.

1) COMODO Unite Setup ==

Setup Location ZvT'
Select the way you want features to be installed. =

Click the "Browse" button below to change the setup location.

Location: C:'Program Files\COMODOUnite,

This feature requires 41MB on your hard drive.

DiskUsage] [ Back “ Mext i [ Cancel

This stage also allows you to check the available disk space and how much of the disk space is going to be utilized by Comodo
Unite in different partitions of your hard drive. This is useful to decide on the destination folder where you want to install the
application. To check the disk space utilization, click the 'Disk Usage' button.
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1] COMODO Unite Setup E
Disk Space Requirements P
The disk space required for the installation of the features. _((U

Highlighted volumes do not have enough disk space available for features. You can either
remove some files from the highlighted volumes, or select different destination drives.

Volume | Disk Size Available Required
|— ls: 38GB 5209MB S0MB
| [=]a} 35GB 3959MB OKB
|
4 1 +
|
|

The available disk space and space required for the installation are displayed. Decide on the partition to install the application
and click 'OK'.

If you want to install the application in a location other than the default location, click 'Browse' to choose a different location and
click 'Next'. Else click 'Next' to continue.

Step 4: Product Activation

The next screen displays the license information and activation of services. Comodo Unite comes with free life-time free license,
which will be activated on completion of installation. This step also allows you to sign-up for Comodo News. If you wish to sign
up for news about Comodo products then select the check box 'Sign-me up for news about COMODO products' and enter your
e-mail address in the space provided. This is optional.

5] COMODO Unite Setup i

Product Activation m

Product activation and sign-up for exciting Comodo news

COMODO Unite comes with a lifetime free license,

After installation Unite will also activate your FREE lifetime license.,Unite will do this by
communicating with a COMODO server and sending this server an uniquely generated
ID.

Please insert your e-mail address below and dick 'Next' to continue with the installation
process,

[~ sign me up for news about COMODO products. (Optional)
E-mail ID {Optional) I

Back “ Mext ] [ Cancel

Click the 'Next' button when done.

Step 5: Confirmation dialog

After completing the configuration options to your satisfaction in the preceding steps, a confirmation dialog box will be displayed.
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] COMODO Unite Setup =

&
Ready to install COMODO Unite .'Uﬁ ]

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ][ Install ] [ Cancel

Click the 'Back' button to review and/or modify any of settings you have previously specified. To confirm your choices and begin
the installation of the Unite components, click 'Install'.

The installation will begin and a setup status box will be displayed. You will see a progress bar indicating that files are being

installed.
(14 COMODO Unite Setup [E=NE ]
Installing COMODO Unite _/é(l )y )|

Please wait while the Setup Wizard installs COMODO Unite.

Status:

Step 6: Finalizing the installation

On completion of the setup, the Finish dialog will appear.
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. | .
%) COMODO Unite Setup L= x|

Completed the COMODO Unite Setup

COMODO Wizard

o
% H t @ Click the Finish button to exit the Setup Wizard,

Launch COMODO Unite

Back | Ccancel

Click 'Finish' to complete installation and exit the wizard.

1.3.Starting Comodo Unite Application

You can access Comodo Unite through the Windows Start Menu, the system tray icon or through the desktop
shortcut.

Start Menu

After downloading and installing the Comodo Unite application, the setup process creates an entry in the 'Programs' section of
the Windows Start Menu. You can start the application by hitting the 'Start' button and navigating to: Start > All Programs >
Comodo > Unite > Comodo Unite.
<3 KPS Viewer
./ ABBYY Lingvo12
. Accessories
|/ COMODO
. Unite
L1 COMODO Unite | Help and Support

i3 Uninstall

. Eltima Software

Devices and Printers

Default Programs

Back

Search programs and files Do |

Tray Icon

Alternatively, double clicking on the tray icon will also start the Comodo Unite main interface.
Lg

The tray icon is created during the setup process and can be seen in the Windows system tray at the bottom right corner of the
screen. Right clicking on the tray icon also allows you quick access to the following:
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g Available

ug Away Sign Out
g Busy Open Unite
LY Appear Offline | Help Guide
gy Sign Out Exit

Context Sensitive Menu - Table of Parameters

Control Description

Allows you to change your online status when you are signed-in. Choices include:

e Available;
Status *  Away,
e Busy;

e Appear Offline.

Sign out Allows you to sign-out from Unite. The status is changed to 'Offline' automatically.
Open Unite Opens the application.
Exit Closes the application.

Desktop Shortcut

You can also start Comodo Unite by double-clicking on the desktop shortcut created during installation:

1.4.Register a New Account

Once you have installed and launched the Comodo Unite application you should log-in to get access to the main
application's interface. If you do not have a Comodo Unite account, you can create a new account.

To create a new account and get your own IP address

1. Start the application in any one of the ways explained above.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 1"
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i k]
LN Unite ==

File Contacts MNetworks Tools Help

coMODO
unite

User name

| &

Password
| |

[T] Remember me

[T Remember my password

[7] 5ign me in automatically

Sign me in

Reqgister a new account

Forgotten your password?

2. Click the 'Register a new account' button or navigate to 'File > Register a new account'. This will open the following
form where you should enter your details:

F 3
LET Register a new account I ﬁ

Email address | jsmith@somemail.com |

First name | John |

Last name | Smith |

Password |llllllllllll !

Retype password | sssssssssces |
Fair

Passwaord Strength

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 12
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Register a New Account - Table of Parameters

Control Description
Email address Enter your email address. (Your have to use your email address to sign-in to the application).
First name Enter your first name.
Last name Enter your last name. You will be visible in the network with the combination of your first name

and the last name.

Tip: You can change the your name displayed to others by configuring your profile under Tools >
Options. Refer to User Profiles for more details

Password Enter a password for authenticating you to Comodo Unite.
Retype password Confirmation of the above.
Password Strength Indicates the strength of the password you have chosen. Set a password with a combination of

alphabetic, numeric and special characters and with sufficient length to be stronger.

3. Click the 'Register' button. Your account will be created and a dialog indicating the account creation will be displayed.
rm Warning 1 ﬁ

Your account has been created successfully but is not yet active.
An activation e-mail has been sent to your e-mail address.
Once your account is activated you will be able to login.

A confirmation email with a link to activate your account, will be sent to the email address you specified during the registration
process.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 13
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Comodo Security Services to me 3:52 PM (9 minutes ago) | # Reply v

Dear jsmithi@somemail. com

Your Comodo Unite account has been created but is not yet active.
Please click the following link to activate vour account.
hitp:i114 255 52 168/comada-unite/active?

This is an automated message, please do not reply to this message.

Comodao Unite Team.

»  Click the link given in the mail to activate your account.

=
2
L.
Igl

Page = Safety = Tools = @v

»

@ Network Admin Tool

ctive Account Success.

Backto Login

— L <,:| I
unice el

Once activated, you can log-in into your account by entering your email address in the 'User name' text box, password and

clicking 'Sign me in' in the main interface.

Note: You have to enter the email address you specified during account creation as your user name.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved



Comodo Unite - User Guide— A

.-’/’

' h
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File Contacts MNetworks Tools Help

coMODO
unite

User name

—
| jsmith@somemaiI.conni

Passwaord

| ooooooolo| |

[¥]Remember me Forget me
Remember my password

[] sign me in automatically

( Sign me in ‘])

Register a new account

Forgotten your password?

Note: The Comodo Unite account once created allows you to sign-in from any computer. It also allows you to sign-in from
multiple computers simultaneously, enabling remote access of one computer from another computer. Also, the Comodo Unite
installation in any computer can be configured to automatically login with your account as a Windows service irrespective of
current Windows user. See Options > Service for more details.

Note: New accounts can also be created using the web interface.

1.5.General Navigation

Comodo Unite's streamlined main interface provides fingertip access and control over all functional areas of the
application. The menu bar structure enables you to easily sign-in/sign-out at single step, add/group your contacts,
create/join existing networks, configure the application according to your personal preferences and more. The
Contacts/Network list area enables you to start a chat or remote desktop sessions etc. with your contacts with a just
a couple of mouse clicks.

The main interface of the application is divided into the following areas:
¢ The File Menu;
e The Information Panel;

e Contacts/Networks list area. The Contacts/Networks list area includes two tabs: Contacts and Networks.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 15
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= 7 - 4
@B 1 Robert Blackc Avaitabiew || “ g Robert Black Availables
¥ IP:5.0,66.248 Information IP: 5.0.66.248
‘ . &, < Panel ——pl ol .
., / L y,
Search the contact or web Search the contact or web
Networks Contacts ."!a:"u
L 4
U Susan Johnson b &J
(] & testuserd20@gmail.com L3 ContactsiNetworks ’g
e List - LKy Robert Black

LEY Susan Johnson

l LY testuserl

Ly testuser720@gmail.com

1.5.1. Persistent Navigational Elements - The File Menu

The application's File Menu bar provides access to all functional areas of the interface.

LT Robert Black | e S

File Contacts MNetworks Tools Help ‘

The File Menu bar can be accessed at all times and consists of five menus:

* File;

* Contacts;
¢ Networks;
* Tools;

¢ Help.

File Menu

COMODO

Creating Trust Online®

Element Options Description
File Contains program commands relating to the user login and shutdown.
Sign-in Enables you to Sign-in to the application.
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Element Options Description

Sign Out Enables you to sign-out from the application. The status is changed to
'Offline’.
Status Allows you to change your online status message and sign-out of Comodo
Unite. You can choose from one of the following options:
e Available;
*  Away;
e Busy;

e Don't disturb;
*  Appear offline;
e Signout.

Tip: You can also change your online status message by clicking on your
name displayed in the Information Panel and selecting the status from the
drop-down menu

Register a New Starts the wizard to Register a new account.

Account
Exit Closes the application.
Contacts Contains shortcuts to start conversation with selected contacts, change the

way the contacts are displayed in the contact list, adding a new contact etc.

Chat Opens the conversation dialog to start chatting with the contact selected from
the Contacts list. (Available only for ‘Contacts' tab.)

Delete Removes a selected contact from your 'Contacts' . (Available only for
'Contacts’ tab.)

Details Opens a contact details dialog that displays the user name and email
address of the contact selected from the Contacts list. (Available only for
'Contacts' tab.)

Show Offline Allows you to select whether or not to display the contacts which are

Contacts currently offline, in the Contacts list.

Sort by . o ,

. . Sorts the list of contacts based on their Online/Offline status.
Online/Offline
Sort by Name Sorts the list of contacts based on the alphabetical order of the contact

names.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 17
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File Menu

Description

Sorts the list of contacts based on their online status in the following order:

i.  Available

ii. Away

jii. ~Busy

iv. Appear Offline
v.  Signed Out

Show in Groups

Sorts the list of contacts as per user-defined groups.

Show in IM Groups

Sorts the list of contacts as per their associated IM protocols i.e. 3rd party IM
Programs like MSN Messenger, Yahoo Messenger, Google Talk etc. This is
useful when you have signed-in to Comodo Unite through your 3rd party IM
account.

Show Empty Groups

Allows to toggle between displaying and hiding the Groups defined by the
user and yet to add/move contacts into them.

Show First Name
Only

Displays only your first name in the information panel and only the first
names of your contacts in the contacts list.

Show Full Name

Displays your full name in the information panel and the full names of your
contacts in the contacts list.

Add a New Contact

Enables you to add a new contact to your contact list.

Create a New Group

Enables you to create new contact groups so as to segregate your contacts
depending on your relationship with them.

Networks

Contains shortcuts that open up the various functional and management
wizards relating to the networks.

Create a New
Network...

Starts the wizard for creating a new network.

Join a Network...

Enables you to join an existing network.

Manage Networks

Enables you to create and manage your networks through Comodo Unite's
web-based management interface. Refer to the section Creating and
Managing Your Networks for more details.

Tools

Contains shortcuts that allow you to modify the configuration settings of
Comodo Unite.

Options

Opens the 'Options' dialog. Allows you to modify your personal details and
application settings.
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File Menu

Element Options Description
Help Contains shortcuts that enable you to get help and support.
Help Guide Opens the online help guide of Comodo Unite.
Comodo Website Opens Comodo official website

Opens Comodo online forums .

Register at Comodo Forums and join thousands of other users discussing all
Comodo Forums aspects of our products.

You'll benefit from the expert contributions of developers and fellow users
alike and can find answers to any questions you may have.

About Provides you with the license and software version information.

1.5.2. The Information Panel
The information panel acts an index and displays the details on the currently signed-in user.
The information panel below the file menu bar displays the currently signed-in username, the online status and the VPN IP

address of the computer in which you are currently logged in. It also allows you to:

*  Change your online status;
«  Sign-in to other 3rd party IM programs.

User Name

¢ ' L Robert *ack A\failahlevJ—n“h“e Status
of— IP Address

W IP:5.0.66.248
‘ o, &, €—— 3rd Party IM

The top row displays the currently logged-in user name and the online status. The name is displayed as set under Tools >
Options > User Profiles. Clicking the drop-down arrow beside the online status enables you to change your status as displayed
to others.
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LI Robert Black o B

File Contacts Metworks Tools Help

' Ly Robert Black Availafle~
A
‘ Lg Available

g Away

ug Busy
Searchthe c gy Appear Offline
Contacts Lgg Sign Out

=

Clicking the third party IM icons enables you to sign-in to your pre-registered third party IM account like MSN, Yahoo

Messenger, Google Talk etc.
LF1 Robert Black o

File Contacts MNetworks Tools Help

Iigh Robert Black Availablew

™
.i* IP: 5.0.66.248

Search the

oo

For more details on adding third party IM accounts to Comodo Unite, refer to Tools > Options > 3rd Party IM.

2.The Contacts and Networks Tabs

The 'Contacts' and 'Network' tabs play a key role in the Comodo Unite's interface window by providing you
with the ability to add, monitor and manage networks and contacts. They also enable you to start a chat,
application sharing or desktop sharing sessions etc. with your contacts

The 'Contacts' tab displays the added contacts. You can split them into user-defined groups. All contacts can be added only
manually. For a more detailed summary of the functionality of the 'Contacts' tab, see section ‘The 'Contacts ' Tab -
Functionality and Purpose'.

The 'Networks' tab displays the network structure contacts included. Contacts of the Networks tab are added automatically at
once you have joined a network or create a new network. For a more detailed summary of the functionality of the 'Network' tab,
see section 'The 'Network' Tab - Functionality and Purpose".
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L& Robert Black | = [WBS| i Robert Biack o

File Contacts Metworks Tools Help File Contacts MNetworks Tools Help
' Ly Robert Black Availables © ' i Robert Black Availablew
¥  IP:5.0.66.248 W  IP:5.0.66.248
ah - ah .o
Search the contact or web Search the contact or web
1]
d; Ly Susan Johnson

= L testuser720@gmail.com

1ify Robert Black
) Susan Johnson
Iy testuserl

U testuser720@gmail.com

2.1.The 'Contacts' tab - Functionality and Purpose

The Contacts tab displays a the list of contacts added by you.
LIl Robert Black [ S

File Contacts Metworks Tools Help

The contacts can be listed:
" 1g Robert Black Availablew

‘ Igfg'ﬁ-m ° t?l)éisronr:rr:qgesinetz.e?] based on their online/offline status, alphabetical order of
o oo « Shown in Groups defined by you;

— | e Shown with full names or only the first names.

g S o as you specified under 'Contacts' option of the File Menu.

L3 testuser]20@gmail.com g‘ |

The 'Contacts' tab allows you to:

e Add a new user/ rename a user in your contact list / delete a user from your
contact list;

»  Start a conversation with a contact, which in turn enables you to exchange
messages, share desktop, share applications and much more;

»  Arrange added contacts into groups.
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The Contacts tab - User Status

Description
User's Status = Available. Indicates that the user is currently online and available to chat.
User's Status = Away. Indicates that the user is online but currently away and not
available for chatting.
User's Status = Busy. Indicates that the user is online but currently busy.
g User's Status = Offline. Indicates that the user is currently Offline.
Clicking the Contacts menu from the file menu bar opens the drop-down menu with the
LET testuser720@gmail.com lilﬂ‘g fO”OWIng Optlons'
g ite (R (G G »  Show Offline Contacts - Allows you to select whether or not to display the
v Show Offline Contacts . i . .
’ , = contacts which are currently offline, in the Contacts list.
1 Sort by Online/Offline
e «  Sort by Online/Offline - Sorts the list of contacts based on their Online/Offline
Si v Showin Groups Status
& - :::::;W:p »  Sort by Name - Sorts the list of contacts based on the alphabetical order of the
v Show First Name Only ContaCt nameS.
Show Full Name
Add aNew Contact.. «  Sort by Status - Sorts the list of contacts based on their online status.
Create a New Group...
. : »  Show in Groups - Sorts the list of contacts as per user defined groups.
e Show IM Groups - Sorts the list of contacts as per their associated IM protocols
i.e. 3rd party IM Programs like MSN Messenger, Yahoo Messenger, Google Talk
etc. This is useful when you have signed-in to Comodo Unite through your 3rd
party IM account.
»  Show Empty Groups - Allows to toggle between displaying and hiding the Groups
defined by the user and yet to add/move contacts into them.
*  Show First Name Only - Displays only your first name in the information panel
and only the first names of your contacts in the contacts list.
e Show Full Name - Displays your full name in the information panel and the full
names of your contacts in the contacts list.
e Add a New Contact - Opens the 'Add a New Contact' form.
e Create a New Group - Opens the 'Create a New Group' form.
Chat Right clicking on any user-name listed in the 'Contacts' tab will open a context sensitive
menu that allows further actions to be carried out on the contact:
Move to r
Delete »  Chat - Opens the conversation dialog that allows you to chat with the selected
contact, gain remote desktop access, share applications, browser efc.
Details... *  Move to (available only if you have more then one group in you Contacts tab) -
Desktop Sharing Enables to move the contact to one of the user-defined groups.
*  Delete - Removes the selected contact.
»  Details - Opens the contact details dialog.
»  Desktop Sharing - Initiates the desktop sharing session with the selected contact.
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2.2.The 'Networks' Tab - Functionality and Purpose

The Network tab displays the list of networks in which you are associated with the lists of your contacts under each network.

e A dedicated 'My Computers' network displays the list of computers in which Comodo
Unite has been signed-in with your user-name. This allows you to access your own
computers at different places. Refer to My Computers for more details.

-
LT Robert Black

File Contacts MNetworks Tools Help

QRN 18 otert Back Atz The 'Networks' tab allows you:
- IP: 5.0.66.248
‘ . <k, »  Add a new network
Search the contact or webh ° JOIn Some eXlStlng network
Contacts Networks
a _ »  Contact with other users of the network
E 10 »  Send instant messages to the network members
&

=

y Robert Black

[ 1

Susan Johnson

&

testuserl

&

&

1| testuser720@gmail.com

The Networks tab - User Status

Description

User's Status = Available. Indicates that the user is currently online and available to chat.

]

User's Status = Away. Indicates that the user is online but currently away and not
available for chatting.

&

User's Status = Busy. Indicates that the user is online but currently busy.

=

User's Status = Offline. Indicates that the user is currently Offline.
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The Networks tab - User Status

Right clicking on any user-name listed in the 'Networks' tab will open a context sensitive

Chat

Ping . menu that allows further actions to be carried out on the contact:

Copy IP Address » »  Chat - Opens the conversation dialog that allows you to chat with the selected
Details contact, gain remote desktop access, share applications, browser etc.
Desktop Sharing * *  Ping - Pings your contact's computer with 32 bytes of data to diagnose any

connection problems.

*  Copy IP Address - Copies the VPN IP address assigned to your contact by
Comodo Unite to your clip-board.

»  Details - Opens the contact details dialog.

»  Desktop Sharing - Initiates the desktop sharing session with the selected contact.

Right clicking on any network name listed in the 'Networks' tab will open a context sensitive

Conference Chat . X
menu that allows further actions to be carried out:

Create a New Network... » ) .
»  Conference Chat - Initiates a conversation dialog to have secure conference

Leave Network session with all the online contacts belonging to that network.
Disable VPN *  Create a New Network - Opens a 'Create a new Network' form.
e Leave network - Enables you to leave the selected network.

» Disable VPN - Enables you to disable VPN for the network.

Please make sure you establish a direct connection for the best possible network performance. Click here to find out how.

2.2.1. My Computers

Comodo Unite allows you to take control of your computer(s) even when you are away, through Remote Desktop Protocol (RDP)
connection or through Desktop Sharing session as required. For example, you may need to access your home computer while
you are in office and vice-versa.

To enable this, Comodo Unite allows you to sign-in at different computers with the same Comodo Unite account. You can even
configure your computers to automatically sign-in to Comodo Unite with your account on Windows startup, which enables you to
sign-in even without your physical presence in front of the computer. For more details on signing-in with Windows start-up, refer
to the section Service.

The following conditions are to be satisfied to take control of your own remote computer from other computer:

*  For the Desktop Sharing Session, the Comodo Unite application in the remote computer should have been configured
to allow automatic remote access for your user account, to allow the connection automatically or through
Password/Certificate authentication. If certification type authentication type is selected, both the computers should
have your client/email certificate installed. Refer to Desktop Sharing > Access Control for more details on
configuration of authentication type.

e Comodo Unite should have been started and signed-in with your own account. Refer to the section Service for details
on how to configure for automatic sign-in to Comodo Unite on Windows Start-up.

The 'My Computers' group under the 'Networks' tab lists the computers in which Comodo Unite has been signed in with your
own account concurrently.
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N
LI Robert Black o]

File Contacts MNetworks Tools Help

¢ g RobertBlack Availables

I IP:5.0.66.248
mE Y

Search the contact or web

Contacts Hetworks

L) Robert Black

Right clicking on the computer name opens a context sensitive menu with the following options:

"1 Robert E==[E=R~=)

File Contacts MNetworks Tools Help

' igRobert Available -

I ¥  IP:5.0.157.38

Search the contact or web

P user-PC Relay (IF:5.0 pu
= _ Desktop Control
5; Copy IP Address
= Properties...
UE Robert Logout
—
ILEL Susan

L testuserl

»  Desktop Control - Initiates a Desktop Sharing session to take access the remote computer. Depending on the
Desktop Sharing policy set in the remote computer, your connection will be allowed automatically or you have to
authenticate your self with your password, client certificate or both.

e Copy IP Address - Allows you to quickly copy (then paste) the user’s unique Comodo Unite IP address into an
external application such as telnet, Windows RDP or multiplayer game. This is useful if the application in question
does not automatically detect your Unite virtual network.

More details
If a Comodo Unite network is available, some applications (such as telnet, games or remote desktop) will automatically detect

other users on this virtual network and provide options to connect to them. If, however, the application/game does not do this,
then you can use the ‘Copy IP’ feature to manually create a connection.

« For example, in the case of a multiplayer game:
+  First make sure you are logged into Unite

« Make sure your opponent(s) are also logged into Unite
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¢+ Paste the Unite IP of your opponent into the in-game interface (if required) to connect to them
If either you or your opponent are not logged into Unite then this will not work.
*  Property - Opens the contact details dialog.

*  Logout - Signs you out of Comodo Unite in the remote computer.
2.3.The Conversation Dialog

Comodo Unite's conversation dialog allows you to speak and interact with any person on your contact list.

You can start a conversation with a contact by double clicking on the contact's name or via the context sensitive (right click)
menu.

LET testuser720@gmail.com =6 = |
™ , - . P =
= “~ 4 @’ g 2 . & - Le1 an b
Send Infa Clear Sound off Invite Remate Share App Share Nleb Display picture

Robert Black says(17:01:32):
Hi,

Text ¥ Smilies ) Nudge

Comodo CEO Downloadable on Practical Ecommerce Podcast

The Conversation Dialog - Table of Parameters

Description

= Sends the entered message entered in the text field at the lower pane. Alternatively, you can
press the 'Send' button at the bottom of the dialog.

Send

™
al Enables you to view details of the contact.
Infe

& Clears the text field.

Clear
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The Conversation Dialog - Table of Parameters

@“? Enables/Disables sound alerts produced on various events.
Sound off
o Enables you to send the invitation to other person to join the conversation to have a conference
el chat
Inwite '
@ Establishes the remote desktop connection to the contact's computer.
Remote
['_"l - Establishes an application sharing session to share an application window with the contact.
il o Click here for more details.
3_;: — Establishes a web browser sharing session to share your browsing activities with the contact.
eslifiinm Click here for more details.
P Enables to show/hide the side window that contains a list of display pictures of the contacts
e b participating in the chat session. Clicking on a display picture opens a details dialog that shows
Display picture the details of the contact.
Text Enables you to configure the text's options such as font and size.
* Smilies Enables you to select an emoticon from a gallery to represent your response feeling (like a
smiling face, angry face etc.) and include it in the chat text.
J.J Nudge Enables you to send a gentle reminder to your contact(s) if you did not get any response from

them for long time.

Sends the entered message.

Launches the web search.

3.Creating and Managing Your Networks

Comodo Unite allows you to create your own networks and invite your contacts to join your network so that you can chat, share
applications, share browsers and even share desktops among yourselves. For more details on creating a network from the
Comodo Unite main interface, refer to How to Create a New Network.

This section of the guide explains you how to create and manage your networks from Comodo Unite's web based interface.

To access the web-based interface, click Networks > Manage Networks.
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LEY Robert Black e | B S

File Contacts Metworks Tools Help |

Create a New Network...
Join a Network...

|
“ Manage Networks...

You will be taken to the management interface of Comodo Unite, with the 'Network Admin' tab opened.

¥
F

B t@ Welcome John Smith M COMODO

Creating Trust Online™

My Profile Remole Control Network Admin User Search Network Search

[ Location: Networks

Network Name Description Type Creator Created Time
O  Mew Network new network chat jsmith@somemail.com 20282011
0O we 1-107f1 M 2

Create network | | Delete network

This interface allows you to:
*  Create a new network;
« Edit Configuration of a network;
«  Add/Remove users of a network;
*  Approve membership requests;

*  Configure network administrative.

Note: Please make sure you establish a direct connection for the best possible network performance. Click here to find out
how.

3.1.Creating a New Network

Clicking on Create network button from the management interface opens 'Create Network' interface that allows you to form a
new network with your choice of membership policies.
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Network Name  Street Community Netwaork

For the residents of Scth cross street, Lake View F.venue

Descirption

Membership Authorization

@ Free join

) Need to provide network password for join
7 Require administrator to approval.
Network Visibility

@ Public

20 Private (Can not be searched.)

Network Type

Unite Built in ~ business -

~Network Membership Policy Statement

This allow you to set and change the Netwerk Membership Policy Statement, users must comply with
when join to the netwark.

Change...

~HNetwork Membership Password
No Password ~|
Metwork Membership Password:  Retypa Password:

Create Network

*  Network Name - Enter the name of the network to be created.
*  Description - Provide a brief description for the network.
*  Network Join Policy Statement - Enables you to specify authentication policy for the members joining to the network.

e Free Join - Enables users to join to the network seamlessly. You need to communicate only the network name to
the prospective members of the network. To ensure security, this choice is preferable when you are creating
private networks which could not be found while searching for networks from the Comodo Unite web-based
interface. Refer to Network Visibility options section given below for more details.

*  Need to provide network password for join - Enables you to set password authentication type for your network
and to create an authentication password. Comodo Unite will allow new members to join the network only if they
enter the password you created. You need to communicate the new network name and password to the
prospective members. Refer to Network Membership Password section given below for more details on setting
up a password.

*  Require administrator to approve - New members joining your network are to be approved by an administrator
of the network (e.g. you) before they take active participation in the network. The requests will be queued up in
the 'Membership Requests' area of the interface. Refer to the section 'Approving Membership Requests' for
more details.

*  Network Visibility - Enables you to specify whether the network is public or private.

e Public - The created network will be made public and will be visible to all, through the search for networks from
the Comodo Unite web-based management interface.

»  Private - The created network will be made private and will not be visible to any one, through the search for
networks from the Comodo Unite management interface. Select this option if you do not want unsolicited
members requesting to join your network.
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*  Network Type - Enables you to choose the type of the network depending on the purpose for which it is being
created. The first drop-down enables you to select the broad classification of network types. The options available are:

e Unite Built-in - Selecting this option lists the network types predefined in Comodo Unite in the second drop-down
to choose from.

i Private (Can not be se

MNetwork Type

Unite Builtin

Membership Policy Statement, users must comply with

»  Search Or Create Type - Enables you to create custom network type specific to the purpose. On selecting this
option, you need to enter the network type in the text box next to it.

*  Network Membership Policy Statement - Enables you formulate a custom Membership Policy Statement, specific to
the network and the purpose for which it is created. All the members should comply with the statement and accept to

the rules specified in the statement when joining the network.
To enter the statement
e Click the 'Change..." button. An edit dialog will pop-up.

Unite Built in business

MNetwork Membership Policy Statement
This allow you to set and change the Network Membership Policy Statement, users must comply with

when join to the network.

F = x
Modify Network Policy Statement
Street Community Network Policy Statement %
The Street Community Wetwork (herein after called only "the twork™) is
limited only to the residents of %th Cross Street, Lake View Avenue, Riwver city. —
This network iz created for the members to help one other in their work
involving computer nd to discuss on events and greviances raising in the 9th
cross street, Lake View Avenue, River city.
There is no age limit for the members.
A11 the members should abide by the rulez and regulations given below:
Usage of offending and wulgar language and phrases is strictly prohibited.
Exchange of explicit media in any form like pictures, wideo and text is
atrictly prohibited.

w

Save Close

*  Type your policy statement in the pop-up text box and click 'Save'.

*  Network Membership Password - Enables you to specify an authentication password for the network. You need to
communicate the network name and the password specified here to the prospective members of the network.

Note: The password setting option will be available only if 'Need to provide network password for join' is selected under
'Network Join policy Statement'.

To set an authentication password

e Select the password complexity from the drop-down at the top left of the Network Membership Password
area. The options available are:
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*  Very High - The password must contain at least eight characters, with at least one capital letter, at
least one number and at least one symbol.

e High - The password must contain at least seven characters, with at least one capital letter and at
least one number.

*  Medium - The password must contain at least six characters, with at least one capital letter.
*  Low - The password must contain at least four characters.

»  Enter the password of your choice complying with the conditions of the selected password complexity, in the
'Network Membership Password' text box.

*  Re-enter the password in the Retype Password text box for confirmation.
e Click 'Create Network'.

A new network will be created with the configuration your specified and listed in the Networks area under the Network admin tab
of the management interface.

m H t @ Welcome John Smith M COMODO

Creating Trust Online™

My Profile Remote Control Network Admin User Search Network Search

Ll Location: Networks

Metwork Name Description Type Creator Created Time
Fl Mew_Metwork new network chat jsmith@somemail.com 2/28/2011
[ Street Community Network For the residents of 8th cross street, Lake View Avenue serve community  jsmith@somemail.cam Mo
OwW 4 1-20f2 L

H

Create network Delete network

You can invite prospective members to join the network. You can advise them to install Comodo Unite in their computers, create
and account with Comodo Unite and to join the network you created. For this you need to specify the network name (and the
password if applicable).
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3.2.Editing a Network

The web-based management interface displays a list of:
*  Networks that are created by you;

»  Networks for which you are assigned with administrative privileges. See the section Configuring network
administrative privileges for more details on assigning administrative privileges to other users.

Network Name Description Type Creator Created Time
fFl MNew_MNetwork new network chat jsmith@somemail.com . 2/28/2011
[ Smith_Family_MNetwork for Smith Family Members chat bobsmithi@someamail.c.. 2011
[ street Community Network For the residents of 9th cross street, Lake View Avenue serve community  jsmith@somemail.com 12011
e 1-30f3 » M

12

Create network| Delete network|

You can edit any network in the list by just clicking the network name from the list.
My Profile Metwork Admin User Search Metwork Search

EX) Location: Metworks | test_netd - Configuration

Configuration

Hetwork Mame test n atd

For the residenta ol Sth crcas stree:l, Lake View Awvenue

Descirption

Membership Authorization

@i Free join

2 Neod 10 provide network password fiar join,
2 Rizquire administrator to approval.
Network Visibility

@ Public

2 Private (Can not be searched.)

Network Type

Unite Built in + business -

r Network Membership Policy Statement
This allow you to set and change the Network Membership Policy Statement, users must comply with

wihizn join to the network
Change...

rNetwork Membership Password
The Metwork Membership Password is the password users must supply 1o join and log inte the netwerk.

Maodify Password

You can:
«  Edit the Configuration of the network;
*  Add/Remove users of the network;
*  Approve membership requests;

»  Configure network administrative.

3.2.1. Editing Network Configuration

1. Click on the name of the network from the list of networks.
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2. Click 'Configuration' from the left hand side navigation pane of the next screen. The configuration pane will appear.
My Profile Hetwork Admin User Search Matwork Search

Location: Metworks | test_net4 - Configuration

Configuration

Network Name test_netd

For the reaidenta ol Sth crcas stree:l. Lake View Rwenue

Descirption

Membership Authorization

i Free join

) Meed o provide network password for joan,
2 Rizquire administrator to approval.
Network Visibility

@ Public

) Private (Can not be searched.)

Network Type

Unite Built in + business -

 Network Membership Policy Statement
This allow you to set and change the Network Membership Policy Statement, users must comply with

wihen join to the network
Change...

rNetwork Membership Password
The Metwork Membership Password is the password users must supply 1o join and log inte the network.

Maodify Password I

This interface is similar to the 'Create Network' interface. For more details of the options in this interface refer to the section
Creating a New Network. You will be able to edit all the settings in this interface except the Network Name.

3.2.2. Add/Remove Users of a Network
1. Click on the name of the network from the list of networks.

2. Click 'Users' from the left hand side navigation pane of the next screen. The list of current users of the network will be
displayed.

il Network Admin User Search letwork Searc

eel Location: Matworks teat netd - Users

User Hame E-Mail Join Date
HEAT
B testDD1@comods.com testd0 1 @comedo.com J2B201
A W4 1-10f1 L |

Add Uger Remove User

From this interface, you can:

¢ View details of a user
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¢ Add anew user
* Remove an existing user
To view details of a user

3. Click on the user name from the list. The 'User Information' pop-up will appear.

User Information *
:;ﬁ:&: jsmith@somemail.com g:::mw Fellil s
e: State name
First Name: John City: City name
Last Name: Smith Language: English
About Me: Gender: Male

Birthday: mimiddiyyyy
Mobile: 123467690
Website: waw jsmith_example.com

Add Contact| Close |

The dialog contains the details of the user.

»  Toadd the user to your contact list, just click 'Add Contact'.
To add a new user

3. Click 'Add User' from the 'Users' interface. The 'User Search' dialog will pop-up.
4. To search for a user who already has a Comodo Unite account, type the user name fully or partially or the email
address in the search field and click 'Search'.

User Search *

Search for users. [f you know their name full name or email, enter it into the boxes below.

|jne | Search |

User Name First Name Last Name Is Contact
O joesmith@domain.com Joe Smith Mo
] BEill Joel William Joel Mo

O w4 1-20f 2 P M
Add Contact | | Add To Metwaork

Close

5. The search results will be displayed. Select the checkbox beside user you wish to add.
»  Clicking 'Add Contact' adds the user to your contacts list.

»  Clicking 'Add to Network' adds the user to the network and an invitation mail will be automatically sent to the user.

Tip: If you know the user name or the email address of the user you wish to add to the network, you can directly type the full
user name or the email address in the search box and click 'Add Contact' or 'Add To Network' as required.
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Message

Send Invitation to Users Successfully!

Close

In addition, when the user logs-in to Comodo Unite, he/she will receive an invitation dialog as shown below.

r B
LET Information ﬂ

You are being invited by robert_black@mail.ru to join network guests.
Would you like to join in?

Yes ] [ Mo
To remove existing User(s)
3. Select the checkbox(es) beside the user names.
4. Click Remove User. A confirmation dialog will appear.
k4

Message

Delete all selected users?

Yes | Canu:el|

5. Click Yes. The selected users will be removed from the network. These users can be re-added to the network at any
time.

3.2.3. Approving Membership Requests

In addition to the users added by sending invitations, users can also join a network from the main interface of the Comodo Unite
application and through the web-based management interface. The users who have requested to join a network will be listed in
the Membership Requests interface, if the 'Network Join Policy Statement' is selected as 'Require administrator to
approval' during creation/reconfiguration of the network. The creator or appropriately privileged administrators of a network can
approve the requests and add the users to the network.

To approve membership requests
1. Click on the name of the network from the list of networks.

2. Click '"Membership Requests' from the left hand side navigation pane of the next screen. The list of requests will
appear.
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Profile Network Admin User Search Network Search

£l Location: Metworks test_natd - Membership Requests

The following usars have requesied parmission 1o join tha nabwork
User Name Message Requesl Date

[0 westendresider@mail com egide at the wesl and and wish 10 join the

Allow | Ignora

3. Select the checkbox(es) beside the user names whom you wish to add to the network and click 'Allow’'.

The user(s) will be added to the network.

3.2.4. Assigning Administrators to Users

The 'Administrators’ interface of the management interface allows the creator of a network to assign administrative privileges of
different levels to the users in the network as required, to share the workload on administrating the network.

To access the 'Administrators' interface

¢ Click on the name of the network from the list of networks.

e Click 'Network Administrators' from the left hand side navigation pane of the next screen.

Profile Hetwork Admin User Searc Netwerk Search

ki Location: Metworks ; tesi_netd - MNetwork Admemstrators

Tha Membears with administrator prmleges.

User Hame E-Mail Join Date
testuserT20@gmail com LestuserT 20@gmail com B1V2010
M W 1.10f1 b oM

+idd Member | Remove Checked

Network Administralors

To assign administrative privilege to a user
*  Alist of users with the selected privilege level will be displayed.

e Toadd a new administrator, click 'Add Member'. A list of the current users of the network will be displayed in a pop-up.
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Set Member to Administrators
Join
Date
alicegreenwood@example.c... alicegreenwood@example ¢ 2/2/2011
O hobsmith@somemail cam bobsmithi@somemail com 3212011
Set Privileges | Close |

UserMame E-mail

»  Select the checkbox(es) beside user(s) to whom you wish to assign the selected privilege level and click Set
Privileges.

The selected user will be assigned the privileges, will be added to the list and can access the respective area(s).

To remove an administrator
e Select the Administrator type from the list at the top left.

*  Select the checkbox(es) beside the administrator(s) you wish to remove and click 'Remove Checked'.

4. The Tools Menu

The Options under the Tools menu allow editing various configuration settings of Comodo Unite to
personalize the application as you desire and according to your preferences and requirements.

177 Unite ==Es

File Contacts Metworks Tools  Help

Options...
John Smi

4.1.The Options Window

The 'Options' window in Comodo Unite allows you to modify your personal details, configure overall
behavior of the application and to configure how you wish to allow others in your network can share your
desktop through their Remote Desktop connection, share applications, share browsers etc.

To access the Options window, click Tools > Options from the main interface.
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L¥1 Options
Personal Information
General E-mail address: | testuser720(@gmail com |
Motification First Name: | testuser |
Sounds
Last Name: | 9 |
Deskiop Sharing
Application Sharing Alias: | testuser720@gmail.com |
Senvice [¥] Only display my alias to others.

3rd Party IM _ _
Display Picture

[ Show and share my display picture.

Status

Change my status to "Away” when I'm away for minutes.

Login Passward

Change your Unite login password.

[ 0K ” Cancel ] Apply

The left hand side pane contains the following configuration options:
*  User Profile
*  General Settings
* Notification
* Sounds
*  Desktop Sharing
*  Application Sharing
*  Service

e 3rdParty IM

4.1.1. User Profiles

To change your your personal settings such as email address, and other personal preferences like display
picture, login password etc. click on 'Profiles' in the left hand pane of the 'Options' window.

You can configure for the following from the 'Profiles’ interface.
*  Personal Details
»  Shows Alias
» Display Picture
«  Status

*  Change Login Password
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Personal Information
General E-mail address: | testuser720@gmail.com |
Matification First Mame: |testuser1 |
Sounds

_ Last Mame: | 9 |
Desktop Sharing
Application Sharing Alias: | testuser720@gmail.com |
Senvice [¥] ©nly display my alias to others.
3rd Party IM

Display Picture
[ Show and share my display picture.

Status

Change my status to "Away” when I'm away for minutes.

Login Password

Change your Unite login password.

[ OK ][ Cancel ] Apply

Personal Information

*  E-mail address - Enables you to change the email address you specified during registration. This email address is to
be used as your login user name.

»  First name - Enables you to change your first name that was specified during the registration.
»  Last name - Enables you to change your last name that was specified during the registration.

e Alias - Enables you to set an alternate name or nick name for you. By default, your email address is entered here. You
can change the alias name as you wish.

Show Alias

You can instruct Unite to display your name as a combination of your first and last names or your nick name entered in the 'Alias'
text field to others in the network. If you want your nickname to be displayed select the check box 'Only display my alias to
others', else leave it unchecked.

Display Picture

If you want your display picture to be shown to others when you are engaged in a chat or a remote desktop connection, select
the check box 'Show and share my display picture'. You can also change the default picture to your desired one.

To change the display picture

1. Click the 'Picture' button in the 'Display Picture' area of the 'Profiles' interface. The 'Change Picture' dialog will open
and the default pictures are shown in the left hand pane for selection.
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LE1 Options @
Personal Information
General E-mail address: | testuser720@gmail.com |
Maotification ; s = |
141 Change picture =
Sounds B _
i
Desktop Sharing ity —l
Application Shar, _|
Sernvice
r-,, »
3rd Party IM '@
-ll" '41.
‘ +—(_Picure... |)
|
Delete [ OK ] [ Cancel ]
Change...

[ OK H Cancel ] Apply

If you want set a different picture, click 'Browse' and navigate to the image file stored in your system.
Click 'OK'.
Status

You can instruct Comodo Unite to change your online status to be 'Away' automatically, when you are continuously idle for a set
time. Type the time you wish in the text box in minutes. Unite will automatically change your status to 'Away' on the lapse of the
set time. The default time is 10 minutes.

Change Login Password

You can change the login password you specified during registration.
To change the password

»  Click 'Change' button under 'Login Password' area of the 'Profiles' interface'. The 'Change password' dialog will open.
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Desktop Sharing

Enter old passwoard

LE1 Options @
Personal Information
General E-mail address: | testuser720@amail.com |
Motification First Mame: | testuserd |
Sounds
LEl Change password

Application Sharin

Senvice

Enter new password

3rd Party IM

Confirm new password

TSRO RRRBRRORN ‘

Fair
Password Strength —

[ oK ] L"Ciel ] utes.
Login Password
Change your Unite login password. '
|

[ QK ][ Cancel ” Apply ]

»  Type your current password specified during registration in the 'Enter old password' text box.

*  Type your new password in 'Enter new password' text box. The password strength meter at the bottom indicates how
strong your password is. Set a password with a combination of alphabetic, numeric and special characters and with
sufficient length to be stronger.

*  Retype your new password in the Confirm new password text box.
e Click'OK.

Note: You can reset your password in case you have forgotten the password that you set during registration by clicking the
Forgot Password link from the login interface. Click here for more details.

»  Click 'Apply' for the changes to take effect.

4.1.2. General Settings

To configure the overall behavior of the application, click on 'General' in the left hand side pane of the
'Options' window.
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Profiles Startup

[¥] Automatically luanch Unite after Windows lag on.

Do not show the main window when Unite starts.

Muotification

Sounds [T Automatically sign me in when Unite starts.
| | Desktop Sharing [¥] Automatically check for updates. Check Mow

Application Sharing View

Service . .
Show contact display pictures.

3rd Party IM

fy b Display the time chat messages were sent or received.
["]Also display the date they were sent or received.

@ Show times in my local ime-zone.

(7 Show times in the time-zone of each chat member.

History

["] store message history on my computer.

[7] Show recently received messages in the chat window.

[ OK ] [ Cancel Apply

You can make the following settings from the General Settings interface.
«  Startup Options
*  View Options

e History Options

Startup Options

*  Automatically launch Unite after I log on - Starts Comodo Unite whenever you logon to your system.

* Do not show the main window when Unite starts - Hides the main interface and displays only the system tray
icon when Comodo Unite starts automatically whenever you logon to your system.

*  Automatically sign me in when Unite starts - Logs you into Unite without asking for your username and password
whenever you start Comodo Unite manually or it automatically starts when you logon to your system.

»  Automatically check for updates - Determines whether or not Comodo Unite should automatically contact Comodo
servers for updates. With this option checked, the application will automatically check for updates every 24 hours AND
every time you start your computer. If updates are found they will be automatically downloaded and installed.

You can also manually check for updates and install them at any time by clicking the 'Check now' button.

e The 'Check Now' button inform about the installed version application and offers to install the last one.
View Options
»  Show contacts display pictures - Displays the pictures of your contacts in the conversation dialog when your are
having a chat, desktop sharing, application sharing or browser sharing sessions, only when this option is selected.

» Display the time chat messages were sent or received - The date and time at which a message is sent or received
by you is displayed beside each message in the conversation dialog, only when this option is selected.

»  Show times in my local time zone - The date and time stamps are displayed beside all the chat messages as per
your local time zone.

*  Show times in the time zone of each chat member - The date and time stamps are displayed beside each chat
message as per your local time zone of respective participant.

History Options
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»  Store message history on my computer - Saves a log of messages sent and received by you in your computer for
review at a later time.

«  Show recently received messages in the chat window - Opens a new chat window to display the recent offline
messages.

e Click 'Apply' for the changes to take effect.

4 1.3. Notifications

Comodo Unite can instantly alert you with a pop-up message whenever certain events happen. Examples
include a contact signing in or out or if you receive a request to share an application or if any of your
contacts change their online status. Notifications appear at the bottom right corner of your screen:

I I = 1

L¥i Robert Black =l

&%, Bob Srith

-

Cnline

The 'Notification Setting' area allows you to configure precisely which events will trigger a notification:

S T B
LE] Options M
Profiles Motification Setting
Show pop-up alers for the following events.
General
[¥]A friend signs in.
[CAfriend signs off.
Sounds Afrier_m changes their status.
[J|Receive an instant message.
Desktop Sharing ["|Receive a group-chat message.
o ) [¥|Receive a Desktop Sharing request.
Application Sharing ["|Receive an Application Sharing request.
Semice [[]Receive a Web Sharing request.
[¥]Sign in at more than one location.
3rd Party IM [¥]Sign in failed with 2rd IM accounts.
[ OK ] [ Cancel Apply
(s P

«  Simply check which events you wish to be notified on and uncheck those that you don't. Click 'OK' to save your
changes.

e Click 'Apply' for the settings to take effect.
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4.1.4. Sounds

Comodo Unite can also instantly alert you with sounds whenever certain events occur like receiving a
message, a contact signing in/out or start/stop of desktop sharing sessions.

The "Sound Setting' area allows you to configure which events should trigger a sound alert and which sound has to be played

when they happen.
3 T W— R
L¥1 Options ﬂ

Profiles Sounds
Choose sounds to play for the following events.

General

o [¥]When | receive a message in the active window.

Nofification [T|When | receive a message in an inactive window.

[|When a contact comes o_nline.
[[When a contact goes offline.

Deskiop Sharing [¥]Application sharing starts.

[#]Applications sharing ends.

Application Sharing ["|Desktop Sharing starts.

Senvice [|Desktop Sharing ends.
[T Unite startup.
3rd Party IM []Unite shutdown.

["|Receive a new file transfer.
[¥|Mudge sound.

Browse... Play

[ OK ] ’ Cancel Apply

e Select the event from the right hand side pane. The default sound file with the path is displayed in the text box below.
»  |f you want to change the sound, click the 'Browse' button and navigate to the sound file stored in your system.

»  To preview the sound, click the 'Play' button.

*  Repeat the process to set / change sound alerts produced for other events.

»  Click 'Apply' for the changes to take effect.

4.1.5. Desktop Sharing

The 'Desktop Sharing Settings' interface allows you to configure how you wish to allow others to share your
desktop through Desktop Sharing connection. It also allows you to configure how you wish yourself to be
authenticated to your remote computer, when accessing it from another computer through My Computers
feature.

To access 'Desktop Sharing Settings' click 'Desktop Sharing' from the left hand side pane of the 'Options’ window. You can
configure for the following:

*  Access Control

*  Perfomance

*  Hot Key to terminate active Desktop Sharing sessions
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Profiles [¥] Allow users to remotely connect to this computer,
General Access Control
} } You can configure which users will be allowed to connect to this computer
Motification -
and the authentication scheme to allow access.
Sounds Get an e-mail access cerificate now!
Desktop Sharing

Application Sharing Perfarmance

Seni
Frce Configure the performance settings when | initiate Desktop Sharing.
3rd Party IM
Speed | [ = Quality
Hot Key

Select a Hot Key to terminate the active Desktop Sharing session.

Ctrl + Alt+ F10

[ OK ] [ Cancel Apply

Check Boxes:

+  Allow users to remotely connect to this computer - Comodo Unite allows other people in your network to share
your desktop or allows yourself to connect to this computer through remote desktop sharing session from a different
computer, only if this checkbox is selected. If you do not want your desktop to be shared through desktop sharing
sessions, simply deselect this check box.

Important Note: To allow others to access your desktop, you must be logged on to Comodo Unite.

Access Control

Overview

The Access Control policy area allows you to determine which users are allowed to remotely connect to your computer and to
specify what level of authentication is required of those users before access is granted. The upper pane displays a list of users
and/or groups of users (with their associated Networks in parenthesis) whilst the lower pane displays access privilege controls.
Different access rights can be specified to different users/groups. To configure the access rights for a particular user or group,
simply select that user in the upper pane then configure their rights in the lower pane.

Initially, the two groups are listed in the upper pane:
«  All Others (All Others);
e Your Own Computers (My Computers).
All Others

The All Others group has 'Allow Remote Access when | click accept' as default Desktop sharing policy. This effectively means
that no users can gain control of your desktop remotely without you manually accepting the connection by clicking 'OK'. It also
means that nobody can access your computer without you (or somebody else) being sat in front of it to agree to the connection.
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You can configure which user will be allowed to connect to this computer and
the authentiction scheme to allow access.

Select the authentiction scheme to be used for the followling Users or Groups.

E2.) All Others(All Others)

& (Wy Computers)
£8 (Al others@p2pvpn1.comodo.com)
I8 (testuser720%gmail.com%p2pvpnt.comodo.co...

Add...
| Remaove
Desktop Sharing policy: All Others
@ Allow remote access when | click Accept
() Allow automatic remote access
| Password Only

I Set Password Password...

() Turn off Desktop Sharing for this groupluser

l OK ] [ Cancel l

L 4

You may be having certain trusted individual contacts or groups of contacts in your network, for whom you may wish to grant the
remote desktop sharing access automatically, without our intervention. While such automatic remote control is very convenient it
also presents a security concern. You don't want just anybody to be able to connect to your computer - only the people you
choose and you also want to be sure of that person's identity when they attempt to connect. For this reason, Comodo Unite
allows you to set up secure 'Desktop Sharing Policies' - meaning that users are only allowed to automatically connect to your PC
if they (i) Authenticate themselves by providing a password (i) Are authenticated via an email (access) certificate on their
machine (iii) Are two- factor authenticated with BOTH password and certificate.

Accessing Your Own Computer from other Computer

Many users may want to take control of their work or home computers by logging-in to them simultaneously or without
somebody having to be sat at that computer to physically accept the connection. Comodo Unite has My Computers feature that
enables you to connect to your own computers from remote locations through desktop sharing and to take control of them. In the
list of users, you will have '(My Computers)', with default desktop sharing security policy 'Allow remote access automatically'.
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You can configure which user will be allowed to connect to this computer and
the authentiction scheme to allow access.

Select the authentiction scheme to be used for the followling Users or Groups.

£8 (testuser720hgmail.com®p2pvpni.comodo.co...

|
Add...
| Remave
Please selegi an item to set Desktop Sharing policy.
@ Allow re note access autormatically
() Allow automatic remote access
Password Only

| Set Password Password...

(7) Turn off Desktop Sharing for this groupluser

[ ok |[ cancel |

= a

While such automatic remote control is very convenient it also presents a security concern. For this reason, Comodo Unite
allows you to set up secure 'Desktop Sharing Policies’ - meaning that your own desktop sharing connection will be established
only if you (i) Authenticate yourself by providing a password (i) Are authenticated via an email (access) certificate on their
machine (iii) Are two- factor authenticated with BOTH password and certificate.

The remainder of this section covers:
*  Adding new users/or new group
*  Specifying a desktop sharing policy for other users in your network
»  Specifying a desktop sharing policy for your own remote desktop sharing connection

To add new users/new groups to grant access to your desktop
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LT Choose user/group u L¥1 Choose user/group g

g Selected users/groups will be put in your m Selected users/groups will be put in your
Remote User Access list. Remaote UserAccess list.

Network Contact Network
[[]Susan (susanj@mail.ru) & [ guests
[[1Robert (rbrblack148@amail.com) = [test_net2

[[|Robert (robert_black@mail.ru) B Susan(susanj@mail.ru)

[C]Robert(rbrblack149@gmail.com)
[T]Robert(robert_blackg@mail.ru)
[Ttestusert (elery@comodo.od.ua)

[]5elect all Ok, H Cancel ] [T selectall [ OK, ][ Cancel

e Click the 'Add" button from the configure dialog. The 'Choose User' dialog will open.

The Choose User dialog displays all the groups / users in your contact list under 'Contact’ tab and all the users in your
network(s) under the 'Network' tab.

e Select the user/ group from the 'Contact' tab or the user(s) from the 'Network' tab and click 'Add'. The selected user /
group will be added to the Remote User Access List.

s T
LET Configure - i E@g

You can configure which user will be allowed to connect to this computer and
the authentiction scheme to allow access.

Select the authentiction scheme to be used for the followling Users or Groups.

£8 Al Others(All Others)
ﬁ {My Computers)
88 (2 Others@p2pvpni.comodo.com)

(testuser720%gmail. com%p2pvpn1.comodo.co. .

Add...

! Remove

Please select an item to set Deskiop Sharing policy.

@ Allow remote access when | click Accept

) Allow automatic remote access

l Password Only

Set Password Password...

) Turn off Desktop Sharing for this groupl/user

OK ] [ Cancel

*  Repeat the procedure for adding more number of users / groups.
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To remove a user / group from the Remote User Access List
e Simply select the user / group and click 'Remove'.
To configure the authentication type for the user / group
*  Select the user / group in the Remote User Access List in the upper panel.

e Select the Authentication type from the lower panel. The options are explained below.

i. Allow remote access when I click Accept - If the user requests to gain access to your desktop, you will be prompted to
Accept or Decline the request. The user can gain the access only if you accept the request.

™

LET testuser720@gmail.com = | = 2
™ O @ - - iy
¢ - o { | = ¥
= - Vo @ b - & U ais ¥
Send Info Clear Sound off Irite Remuote ShareApp Share Wleh Display picturs

i testuserv20@aomail.com is away

i Waiting for testuser720@gmegil.com to accept Remote Desktop Sharing request.

Text ~ Smilies @ Nudge

Send q

Comodo CEOQ Downloadable on Practical Ecommerce Podcast

ii. Allow automatic remote access - If you want Unite to automatically grant access to your desktop for the
selected user, select this option. You have to specify the authentication parameters for automatic access to
make sure that only the selected user is accessing your desktop. Select the authentication type from the
drop-down menu.

| Remove

Pleaze select an item to set Desktop Sharing policy.

) Allow remote access when | click Accept

@ Allow automatic remote access

Password Only ﬂ
| Password Onl
Certification Only

@ 1 Password and Certification

[ OK ] [ Cancel

»  Password Only - Enables you to set a password for this particular user to access your desktop.
To set password type authentication

e Select 'Password Only' from the drop-down menu.
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»  Click 'Password' button. A 'Set password' dialog will appear.

[ LT JET T e

8 (an Others@p2pvpni.comodo.com)
£8 (testuser720%gmail.com%p2pvpn1.comodo.co...

[T TTI YT Y |
Tove

Enter new password

Confirm new password

Please Fair
. Password Strength I —
Al
@ Al [ OK Cancel ]

Password Only EI

Set Password

() Turn off Desktop Sharing for this groupluser

[ oK H Cancel ]

w ¥

»  Type a password for authenticating desktop sharing request in the New Password text box and retype the password in
the Confirm Password text box.

e Click 'OK.
This password has to be communicated to the contact. Every time the remote user tries to access your desktop, the user will be

prompted to enter this password. On the entry of the correct password, Comodo Unite will allow the remote-user to share your
desktop, without asking for your confirmation.

«  Certification Only - Enables the use of digital certificates to authenticate the remote-user that is attempting to gain
access your desktop. Every time the contact attempts to gain remote access to your desktop, Comodo Unite will
request their digital certificate from their machine. Comodo Unite will then authenticate the validity of the certificate by
checking that the remote-contact has the corresponding private key installed (a fast but very important process that
involves the successful exchange of a token piece of digitally signed data). Once the certificate has been verified the
user will be allowed to remotely connect to your machine. You have to specify which certificate will be requested for
each specific user by clicking the 'Choose.." button and browsing to the certificate you wish to use.

Background Note: It is important to know that your contacts should already have a client / email certificate installed for
certification based authentication to work. They should also have passed this certificate to you by sending you an email that
has been digitally signed with the certificate. You can also obtain a free email certificate and install in your system to
authenticate yourself to others. For more details on obtaining the free digital certificate, see Appendix 1- Obtaining a Digital
Certificate.

To set certification type authentication
e Select 'Certification Only' from the drop-down menu.

e (Click 'Choose' button to select an access certificate.
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Select Certificate

Select the certificate you want to use.

Izsued bo Issued by Intended P... Friendly na... Expiration ...
AAA Cer...  AAA Certifi..,  <al= Comodo A&...  12/3172025
B9 Bob Smith UTM-USERF... Secure Ema...  Eob Smith gf11/z011
UTN-USE. .. Al Certifi...  Client Auth... UTM-USERF... 12[31f2028 :]
Des
< | &
@ [ [o]4 l ’ Cancel ] Wigw Certificate
Certification Only EI |
Access Certificate | n’ Chaose... |)
() Turn off Desktop Sharing for this group/user
[ OK ] [ Cancel ] 1

»  Select an access certificate from the 'Select Certificate' dialog and click 'OK'.

»  Password and Certification - Enables true two-factor authentication by requiring remote-users to authenticate
themselves using both password and digital certificates. On selecting this option, you have to specify both a password
to be used by the selected user and select an email (access) certificate as explained above.

i. ~ Turn off Desktop Control for this group / user - If you want to block this user / group from accessing your
desktop, select this option.

»  Click 'OK' for your settings to take effect.

To configure the authentication type for Your Own Desktop Sharing Session
*  Select Your User Name (My Computers) from the Remote User Access List in the upper panel.
*  Select the Authentication type from the lower panel. The options are explained below.

*  Allow remote access automatically - If the your request to gain access to the desktop of your remote computer
is received from another computer, the desktop sharing session will commence immediately without any
authentication requirements.

! Remove

Please select an item to set Desktop Sharing policy.

@ Allow remote access when | click Accept

() Allow automatic remote access

Password Only

Set Password Password...

»  Allow automatic remote access - If you want Unite to check the your authenticity before automatically granting
access to desktop of your remote computer, select this option. You have to specify the authentication parameters
for automatic access to make sure that only you are accessing your desktop. Select the authentication type from
the drop-down menu.
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| Remaove

Please select an item to set Desktop Sharing policy.

71 Allow remote access when | click Accept

@ Allow automatic remote access

Password Only n
i Password Onl
Password...

Certification Only
@ 1) Password and Certification

[ 0K H Cancel ]

»  Password Only - Enables you to set a password for you to access desktop of your remote computer from
another computer - meaning you need to enter this password to authenticate yourself to your computer. For
more details on setting up a password, click here.

e Certification Only - Enables the use of your digital certificates to authenticate yourself. Every time you
attempt to gain remote access to your desktop from another computer, Comodo Unite will request your
digital certificate from the other machine. Comodo Unite will then authenticate the validity of the certificate
by checking that the the other computer has the corresponding private key installed (a fast but very
important process that involves the successful exchange of a token piece of digitally signed data). Once the
certificate has been verified you will be allowed to remotely connect to your machine. You need to specify
your own certificate by clicking the 'Choose.." button and browsing to the certificate . For more details on
selecting the certificate, click here.

Background Note: It is important to know that all the computers you use should already have your client / email certificate
installed for certification based authentication to work. You can obtain a free email certificate and install in your systems. For
more details on obtaining the free digital certificate, see Appendix 1- Obtaining a Digital Certificate.

« Password and Certification - Enables true two-factor authentication by requiring you to authenticate
yourself using both password and digital certificates. On selecting this option, you have to specify both a
password to be used by the selected user and select an email (access) certificate as explained above.

~

L1 Configure (=& X!

You can configure which user will be allowed to connect to this computer and
the authentiction scheme to allow access.

Selectthe authentiction scheme to be used for the followling Users or Groups.

£ Al Others(All Others)

&f' (My Computers)

&8 (Al Others@p2pvpni.comodo.com)

L 8 (testuser720%gmail.com%p2pveni.comodo.co...
R testuser720@omail.com{testuser?7 20@omail.co...

Add..
Remove
Desktop Sharing policy: All Others
() Allow remote access when | click Accept
@ Allow automatic remote access
Password and Certification E
Set Password
Access Certificate | [ Choose. |
[ OK ] [ Cancel
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e Turn off Desktop Control for this group / user - If you do not want to use the feature of accessing your
desktop from a remote computer for security reasons, select this option.

*  Click 'OK' for your settings to take effect.
Performance

The Performance slider enables you to set the speed / quality of the Desktop Sharing sessions when you take share other user's
desktop. Higher the access speed, lower the graphical depth and the display quality and vice-versa.

Performance

Configure the performance settings when | initiate Desktop Sharing.

Speed | [ = Quality

Hot Key to Terminate the Active Desktop Sharing Sessions

In addition to the feasibility of stopping a running desktop sharing session by clicking the 'Remote" icon at the top of the
conversation dialog, you can specify a hot key combination to stop the running session immediately. The default combination is
Ctrl+ Alt + F10. You can change this combination as you desire.

Hot Key

Select a Hot Key to terminate the active Deskiop Sharing session.

Ctrl + Alt + F10

To set a hot key combination
e Click 'Capture' and press a key to form a combination with Ctrl+ Alt.

e Click 'Apply" for your settings to take effect.

4.1.6. Application Sharing

Comodo Unite's application sharing feature allows you to quickly push any application currently running on
your computer to the desktop of one of your contacts. Sharing an application means your contact will be
able to view and interact with any software running on your machine.

This section allows you to configure how application sharing should behave. To learn how to use application sharing, see 'How
to Share an application with a Contact'.

To configure how Application Sharing feature should perform, click 'Application Sharing' from the left hand side pane. From the
interface you can configure:

e Performance
e View
¢ Control Mode

*  Hot Key to terminate active Application Sharing sessions
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& — B
LET Options ﬁ

Profiles Performance

General Speed | [ == CQuality
Motification View

Sounds Selectthe default layout for the shared application.

Desktop Sharing @ Center in the chat window.

() Right side ofthe chat window:

Service (") Pop-out in a new window.

2rd Party IM Maximize my chat window at the start of application sharing.

Control Mode
Select the default control mode

() Interactive Mode: both local and remote can control the application.
@ Viewer Mode: only | can control the application.

Hot Key
Select the Hot Key to terminate the active Application Sharing session.

Ctrl + Alt + F10

[ OK J[ Cancel ] Apply

Performance

The Performance slider enables you to set the speed / quality of the Application Sharing sessions when you share an application
with another user. Higher the access speed, lower the graphical depth and the display quality and vice-versa.

Performance

Speed | [ == Quality

View

The View settings area enables you to choose where the 'Application Sharing' windows should appear when when an
application sharing session is started.

View

Select the default layout for the shared application.
@ Center in the chat window.
(") Right side of the chat window.

1 Pop-outin a new window.

Maximize my chat window at the start of application sharing.

You have three options:

»  Center in the chat window - Makes the application sharing window to open as a middle pane of your conversation
dialog.
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* Right side of the chat window - Makes the application sharing window to open at the right hand side pane of your
conversation dialog.

*  Pop-out in a new window - Opens the application sharing session in a new window.
Check Box

*  Maximize my chat window at the start of application sharing - Instructs Comodo Unite to maximize the window
size of the conversation dialog to the full screen size on start of the application sharing session, when checked.

Tip: You can change the position of the application sharing window during the course of the application sharing session,
overriding the settings made in this interface by selecting the option from the drop-down menu in the conversation
dialog.

Control Mode

The Control Mode settings area enables you to choose whether your partner can interactively access the application and the
files opened along with you or can only watch the shared application window while you are working on it by default. This setting
suits only for the application sharing sessions initiated by you.

Control Mode
Select the default control mode

(70 Interactive Mode: both local and remote can control the application.

@ Viewer Mode: anly | can control the application.

¢ Interactive Mode - from the start of the session both users, local and the remote user, can control the shared
application at the same time.

*  Viewer Mode - enable only the local user to control the shared application and the remote user can view the changes.

Tip: You can switch between Interactive Mode and Viewer mode during the course of the application sharing session initiated
by you from the drop-down displayed in the conversation dialog.

Hot Key to terminate active Application Sharing sessions

In addition to the feasibility of stopping an application sharing session by clicking the 'Share App' icon at the top pf the
conversation dialog, you can specify a hot key combination to stop the running sessions immediately. The default combination
is Ctrl+ Alt + F10. You can change this combination as you desire.

Hot Key
Select the Hot Key to terminate the active Application Sharing session.

Ctrl + Alt+ F10

To set a hot key combination

e Click 'Capture' and press a key to form a combination with Ctrl+ Alt.

e Click 'Apply" for your settings to take effect.

4.1.7. Service

You can configure Comodo Unite to startup and sign-in with your Comodo Unite account as a Windows
service.
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You are still enabled to sign-in from any other computer when you are away, as Comodo Unite has Multi Login Support, which
allows the user to sign-in in several places in same time with the same account. This is useful in situations where you have to
access your computer from a remote place, e.g. you may be having to access your home computer while in office. In this
situation, it is just enough for your computer to be switched on at home. Irrespective of any user logged-in to Windows, Comodo
Unite will be signed-in with your account and it enables you to access it from your office computer.

Important Note: You should have Administrator rights to configure the Service settings of Comodo Unite.

The 'Service' settings interface allows you configure the account with which the application should automatically sign-in when
Windows is started. To access the Service settings area, click 'Service' from the left hand side pane.

LE1 Options
Profiles Windows Senvices
Ceneral Sign in to the Unite network before Windows log on.
Notification () Use this account.
@ Use another account.
Sounds )
Username: |jsmith@alternativemail.com |
Deskiop Sharing
Application Sharing Password: | NI BINEIBEES |
Ret_l.fpe DaSSWUI'dZ | ................l |
3rd Party IM

Choose who can use the Comado Unite login connection after login

@ Cnly allow me to use this connection.
) Allow all userto use this connection.

() Select a list of users who can use this connection. Users...

[ OK ][ Cancel H Apply ]

*  Sign in to the Unite network before Windows log on- Selecting this check box makes Comodo Unite to start-up
when an user logs-in to Windows.

»  Use this account - Select this option if you want Comodo Unite to sign-in with the user account with which
you have signed-in currently. This computer will be listed under 'My Computers' under the Network tab of
Contacts/Networks list area of the main interface. You can access this computer through desktop sharing
connection by initiating a conversation and clicking 'Remote’ button at the top of the conversation dialog.

*  Use another account - Select this option if you want Comodo Unite to sign-in with an account of different
from the one with which you have signed-in currently or with the account of a different user. Enter the 'User
name' and 'Password' of the account with which you want Comodo Unite to automatically sign-in on system
start-up in the corresponding text boxes and renter the password in the 'Retype password' text box. In this
case, the other account user has to be granted permission to access this computer through Desktop Sharing
session under 'My Computers' service. For more information on permissions, please refer to the following
section 'Configuring Users for My Computers Service'.

Configuring Users for My Computers Service

You can choose the users among the Windows users of your computer, to grant permission for accessing your computer
through Desktop sharing session under 'My Computers' service. Only then this computer will be displayed in '‘My Computers'
list under Networks tab of Contacts/Networks list area of the main interface to enable the user to access this computer through
desktop sharing session.
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Choose who can use the Comodo Unite login connection after login

@ Only allow me to use this connection.
(7 Allow all user to use this connection.

(") Select a list of users who can use this connection. Users...

e Only allow me to use this connection - Selecting this option enables only you to connect to your computer through
Desktop Sharing from a different computer under 'My Computers' service.

«  Allow all user to use this connection - Selecting this option enables all the Windows users of your computer to
connect to your computer through Desktop Sharing from a different computer under 'My Computers' service.

»  Select a list of users who can use this connection - Enables you to grant permission to the Windows users
selectively to connect to your computer through Desktop Sharing from a different computer under 'My Computers'
service. On selecting this option, click 'Users..." button. The permissions dialog will appear.

-
LET Permission u

i —

These Windows user will alowed to use Unite
MyNetWorks service,

[ Add ] [ Remove ] [ OK

e Click 'Add" to add the user to the permission list. The 'Select Users' dialog will open.
Select Users m ]

Select this object type:

o

| From this location:

USER-PC Locations. ..

Enter the object names to select (examples):

: N
Joe Smith| Check Names

(o) (o ) |

*  Type the Windows log-in user name of the different user in the Enter the object names to select text box and click OK.
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The user will be added in the Permission list.

LET Permission ﬁ

e

These Windows user will allowed to use Unite
MyNetWorks service,

USER-PCUoe Smith

[ Add ] [ Remove ] [ oK

e (Click OK.

‘ Tip: If you want to delete the user from the permission list, simply select the user and click 'Remove'.

4.1.8. 3rd Party IM

Comodo Unite allows you to easily import contacts from popular 3rd party IM programs and chat with them
directly from its own chat client. Supported clients and protocols include Windows Messenger (MSN),
Yahoo Messenger, Google Talk, AIM, ICQ and Facebook chat.

The 3rd party IM settings area allows you to add/manage your 3rd party IM accounts to Comodo Unite and configure for their
auto Login and other features. Adding your 3'd party IM accounts enables you to sign-in to multiple services, manage contacts,
change availability status, block contacts and send/receive files without ever having to leave the Comodo Unite chat client.

To configure pre-added 3rd party IM accounts and settings click '3rd party IM' from the left hand side pane. The right hand side
pane of the interface displays a list of pre-added 3rd party IM accounts.
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U Options
Profiles Manage your other Instant Messaging (IM) accounts that you would
General like Unite to connect to and collate into your contacts list.
Notification B A
i |taik|
Sounds testuser720(@gmail.com w'_JGoogIeTaIk
Deskiop Sharing
Application Sharing
Semice
2rd Party IM
Add... Modify... Delete
[ Ok ] [ Cancel ] [ Apply ]

3rd Party IM Settings Area-Descriptions of Columns

Column Type Description

Auto Reconnect Check box Automatically reconnects you to the 3rd party IM service if the chat session
is terminated due to connection interruption.

Auto Login Check box Automatically logs you in to the 3rd party IM service through Comodo Unite
whenever the application is started.

Username Text Displays your user name as registered with the 3rd party IM service.

Protocol Text Displays the protocol of the 3rd party IM service

»  Clicking the 'Add" button enables to add your 3rd party IM account to Comodo Unite. For more details, refer to How to
import, chat to and manage 3rd party IM contacts.

»  Clicking the 'Modify" button enables to edit your pre-added 3rd party IM account. For more details, refer to How to
import, chat to and manage 3rd party IM contacts.

*  Clicking the 'Delete’ button removes your pre-added 3rd party IM account from Comodo Unite. For more details, refer
to How to import, chat to and manage 3rd party IM contacts.

5.The Help Menu

The 'Help' menu allows you to access different options which aid you in configuring and using Comodo
Unite.
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LFI Robert Black o] B

File Contacts Metworks Tools Help |

m— Help Guide
© | LUgRobertBlack A' r,mnd0 Website

" ~ IE: 5.0.66.248 Comodo Forums
I%@' License...

About Comodo Unite

Search the contact or web

- |

It has the following options:
¢ Help Guide
e Comodo Website

e« Comodo Forums

¢ License
¢ About Comodo Unite
Help Guide

Clicking the 'Help Guide' will open the online help guide. Each area has its own dedicated page containing detailed descriptions
of the application's functionality.

COMODO HELP Search help b

Creating Trust Onlina™

Find the desired product help

i
im)

¥ W Comodo Unite Version 3.0 English
9]

Introduction To Comada Unite

= Intreduction To Comodo Unite Introauctiﬂ“ tO CDITIDdO U nite
System Requirements
Installation Comado Unite allows users of all experente levals to group multiple computers inte their own netwark by
~Starting Comoda Unite establshing direct and secure VPN connections batwean tham.
Applica . ¥ 5 3 <ron 5 2
Application Thizs peer-to-peer virtual private natworking (VPM) application and instant messenger client requires no expert
Register & New Account configuration and effectively simulates a local area network over the Intermet using 128 bit encrypted S5L

oy connections.
B General Navigation

Product Benefits
® The Contacts And Metworks Tabs

Comodo Website

Takes you to official Comodo Website at www.comodo.com.
Comodo Forums

The fastest way to get further assistance on Comodo Unite is by posting your question Comodo Forums, a message board
exclusively created for our users to discuss anything related to our products.

Click the 'Comodo Forums' link to be taken straight to the website at http://forums.comodo.com/. Registration is free and you'll
benefit from the expert contributions of developers and fellow users alike.

Online Knowledge Base
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We also have an online knowledge base and support ticketing system at http://support.comodo.com/. Registration is free.

License

Clicking License enables you to enter your license key and activate your product if you had purchased the product for
commercial usage.

= B
LET License u

COMODO Unite o

If you have a licence key please enter it below and click "Activate™ to activate
your licence otherwise click "Close” to continue for personal use.

Enter Your License Key

Activate

Close

*  Enter the license key in the text box and click 'Activate'.

About Comodo Unite

Clicking About 'Comodo Unite' opens the About dialog.

"L About TN

W COMODO Unite 2.0.0.0
T Copyright COMODO

The dialog contains the version number of the application installed and the copy right information.

6.The Unite Web Interface

Comodo are always on the way to expand and comprehensively develop the virtual private networking (VPN) application and
instant messenger client. You can now configurate you virtual private networking application without installed software.

Comodo Unite web interface allows to view, customize your privacy data, view personal information and manage security
setting. You can also create, add or remove your network contacts, configurate your network groups and search, join or resign
from networks.
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e Log into the Unite web interface at https://manage.comodounite.com/#Login

o

B =i L I-" i
Lnice COMODO
Cramting Trust Crling™
LRERN ]
Comodo Unite
Creabe of jgin A Hetwark User Rame:
Gan Access To ARImaN Daakiop it Yier Network User Passwaord:

Cannect To Your Cwn Machines A1 HomeAWork
| Stay signedin  Signin

Mew to Comodo Unie? s e and easy.

Create Account

Can't access your accourk?

Click the links below for more details:
*  Creating An Account And Logging-In To the Unite Web Interface
*  Using the Unite Web Interface

6.1.Creating An Account And Logging-In To the Unite Web
Interface

»  If you have already created an account using the Unite software you can sign into the web interface with your
username and password:

User Name:
testuser720@gmail.com
User Password:

Stay signed in SignIn

Create Account ‘

*  New users should click the 'Create Account' button and complete the screen to
create a new Unite account.
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User name: testuser720@&gmail.com Please used the e-mail as the user name
Password ssssssssssssnns 6-16 characters
Password Strength:
Retype password: satsssasassnae Lo I /i
First name fest
Last name: user720
Email address: testuser720@ gmail.com
Captcha Word: p?npn|

Register | Cancel I

t

»  Click 'Register' button for the signing to take affect.

¢ Your account will be created.

Register a New Account - Table of Parameters

Control Description
User Name Enter your e-mail address as user name.
Password Enter a password for authenticating you to Comodo Unite.
Retype password Confirmation of the above.

Password Strength - Indicates the strength of the password you have chosen. Set a password
with a combination of alphabetic, numeric and special characters and with sufficient length to be

stronger.
First name Enter your first name.
Last name Enter your last name. You will be visible in the network with the combination of your first name

and the last name.

Tip: You can change the your name displayed to others by configuring your profile under Tools >
Options. Refer to User Profiles for more details.

Email address Enter your email address. (Your have to use your email address to sign-in to the application).

Captcha Word Enter a captcha word to confirm that the response is generated by a person.

For more information to know how to create the account using the Comodo Unite application, click here.
Further reading related to the topic of this page:

*  Creating and Managing Your Networks
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6.2.Using the Unite Web Interface

Unite web interface allows you to modify your personal details: to change your personal information such as alias email address,
display picture as well as privacy settings. It also allows you to change your login password and add, monitor and manage
networks and find users or networks that are present in the list of network labels.

Click on the links below for detailed explanations on each option available in the web interface
* My Profile
*  Network Admin
*  User Search
*  Network Search

¢ Join a Network

6.2.1. User Profile

You can change your personal details such as alias email address, display picture and configure privacy settings in this
interface. You can also change your Unite login password. Click on 'My Profile’ tab to modify your personal details.

e Profile Picture
*  Privacy Settings
¢ Personal Information

e Security Settings

Profile picture

Browse.

¥ Show and share my display picture

Privacy settings

Searching for ma

22 Only allow my contacts to search for me
(2 Allow friends of friends 1o search for me
D Allow anyone ba search for me.

& Do not gllow anyone to search for me.

Personal Information

E-mail address: teshser?20Egmail com
First Name: testuser]

Last Mame: 1

Alias: testuzer720iE@gmail.com

¥ Ondy display my alias to others
Security Setting
+ Change password
Save changes |

Profile picture

If you want your display picture to be shown to others, select the check box 'Show and share my display picture'. You can also
change the default or current picture to a new one.

To change the display picture

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 64




COMODO

Creating Trust Online®

* If you want to set a different picture, click '‘Browse' and navigate to the image file stored in your system.

; o T et e
Profile picture i . ;
= @uvh‘_., v Computer ¢ Local Disk (D=) » - | 4 | | Search Local Disk (D o
m Organize * Nesw folder o [l ﬁ
P o Favorites SRECYCLEBIN
_ | Bl Deskiop | Applications
¥ Show and share vy digplay : § Downloads | dictionaries
= s - Install
v t |. photo
Privacy settings :
s h I 4 Libraries J. program
earching for ma i
Only allow my contacts to search forl| il o AT
Allow friends of fiends to search for gy & = VitBo Images
' Allow anyene to search for ma. LacHl f=k = J-Wmi =
@ Do not allow anyone to search for m a Lecal Dick (D:) J
Personal Information i Netuark
E-mail address: I‘_"slusc!f'EC\E.';Jma::I_cE! | )
7 File name: = | All Files 'J
First Mame: testuserl 2 —_—
1 Open Cancel |
Last Mama: 1
anioo PR S

e Select the picture that you want to be displayed. Click 'Save changes'.

Privacy settings

Privacy settings
Searching for me
) Only allow my contacts to search for me.

) Allow friends of friends to search for me.
) Allow anyone to search for me.
@ Do not allow anyone to search for me.

Searching for me - This section allows you to choose the types of user for whom your Unite ID will appear in the results of a
user-search.

*  Only allow my contacts to search for me - Your contacts data will enable to search only for you.

»  Allow friends of friends to search for me - Users that are contacts of your contacts, but not necessarily on your contact
list themselves. You trust them to search for you because your contact trusts them.

»  Allow anyone to search for me - Anyone in the Unite networks that are present in the list of network labels.

* Do not allow anyone to search for me - Bans any user to search for you from your contact and from your friends'
contact.

Personal Information
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Personal Information

E-mail address: |testuser720@gmail.com

First Mame: testuserl
Last Mame: 1
Alias: testuser720@gmail.com

Only display my alias to others

e E-mail address - Displays the email address is to be used as your login user name.
»  First name - Enables you to change your first name that was specified during the registration.
e Last name - Enables you to change your last name that was specified during the registration.

e Alias - Enables you to set an alternate name or nick name for you. By default, your email address is entered here. You
can change the alias name as you wish.

*  You can instruct Comodo Unite to display your name as a combination of your first and last names or your nick
name entered in the 'Alias' text field to others in the network. If you want your nickname to be displayed select the
check box 'Only allow display alias to others', else leave it unchecked.

Security Settings
You can change the login password you specified during registration.

To change the password

»  C(lick 'Change password' link under 'Security Setting section'.

Security Setting

- Change password

Old Password TITTTTITIITIIIIIY]
Passwaord SEERNNRRESRERRRNEENS Password Strength
Retype Password esessssssssssssssssse Low I igh

Captcha Word | p7npr|

fpron—

»  Type your password specified during registration in the 'Old password' text box.

iy !

Sawve changes

*  Type your new password in 'Password' text box. The password strength meter indicates how strong your password is.
Set a password with a combination of alphabetic, numeric and special characters and with sufficient length to be
stronger.

*  Retype your new password in the Confirm new password text box.

*  Click 'Save changes' for the changes to take effect.

6.2.2. Network Admin

You can create and manage your networks from Comodo Unite's web based interface. You can access the web-based interface
by clicking:
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e Networks > Manage Networks in the Unite application

LEY Robert Black | B S

File Contacts Metworks Tools Help |

Create a Hew Network...
Join a Network...

“ Manage Networks...

¢ The 'Network Admin' tab in the web-based interface

——
|

OR

Iy Profile Hatwork Admin Iser Search Hetwork Search

EX Location; Networks

Hetwork Name Description Type Craator Craated Time
guests camman rebert_black@mail.ru 32972011 a
T B test_natd COmTRn testuserT 20@gmal co S0
H 4 1-20f2 FH F4

Creats network | Delate natwork |

For information that explains how to create and manage networks, click here.

6.2.3. User Search

'User Search' tab allows you to find and add a contact to your contacts list.

Search for wsers. If you know their name full name or email, enter it into the boxes below,

Saarch
Add Cantact |
e Enter user name and click 'Search' button.
My Profile Metwork Admin User Search Network Search

£3 Location: User Search

Search for users. If you know their name full name or email, enter it into the boxes below
testuser720@gmail. com Search

Add Contact

6.2.4. Network Search

Network Search gives you the ability to find user by name or by type.
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Search By Mame |L] Search
Search By Type
Search By Mame
Clicking the 'Search’ button it will select present a list of network labels created by all users.
«  Enter the name and click 'Search' button.

Lo Location: Netwark Search

libwary Search By Type »  Search

HNetwork Names Dascription Typs Created Tima Join
Likwany orarny 4152011 Members
M 1-10f1 L

6.2.5. Joining A Network

After running a Network Search, a list of available networks will be listed. The results include the network name, description,
type, time of creation and, if the administrator is accepting new members, a 'Join' button.

Wy Frofile Hetwork Admin Network Search

B Location: MNetwork Searcl

Search By Hame = Seaich

Hetwork Name Dascription Typa Craated Tima Jain
Enlertainment Wha likes fun shopping 51442011 Members
guar 123 commaon 1252070 M
test001101 m busness B2E0N _:l€_5_|_"|_|
test_nstd Waork business 2010 Mambars
—i busines WE2011 _Join |
LI 1-5alb L

*  Network Search Policy will open.
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Join Network *
Street Community Network Policy Statement -
The Street Community Network (herein after caelled only "the network™) is
limited only to the residemts of 9th Cross Street, Lake View Rvenue, River city. —
This network is created for the members to help one other in their work
inwvolving computers and to discuss on events and greviances raising in the 3th
cro33 street, Lake View Awvenue, Biwver city.
Thers iz no age limit for the members.
211 the membkers should akide by the rules and regulations given below:
Usage of cffending and vulgar language and phrases is strictly prohibited.
Exchange of explicit mediz in anw form like pictures, videc and text is
strictly prohilbited.

w

¥l agree Next>> | Close

e Checkbox 'l agree'. The confirmation window will open.

Join Network

| Are you sure to join this network?

Join | Close |

e Type your request and click 'Join'.
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¢ Join Network x

Please fill in the request message to join the networl.

Metwork Name: gwert123

Request Message:  Good day. As per our conversation the other day, | would like to
F Joinyour ' Business ' network.

Join | Close |

/."How To..." Tutorials

The 'How To..." section of the guide contains guidance on using the Comodo Unite effectively. Click on the links below to go the
respective tutorial page for guidance of the respective feature.

*  How to add a contact

*  How to create a new network

¢ How to join a network

¢ How to import, chat to and manage 3rd party IM contacts
*  How to start a desktop sharing session with your contact
¢ How to share an application with a contact

*  How to share an application with a Comodo Unite contact
* How to share an application with a contact using 3 rd Party IM
* How to accept an invitation to use a shared application

*  How to share a web browser with a contact

*  How to share a web browser with a Comodo Unite contact
¢ How to share a web browser with a contact using 3 rd Party IM
*  How to accept an invitation to use a shared web browser

*  How to connect to your own machines at home/work

¢  How to leave a network
*  How to change your access password

*  How to reset your forgotten password

7.1.How to Add a Contact

To add a contact

*  Navigate to Contacts > Add a New Contact.
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" I
LE1 testuser720@gmail.com E@g

File Contacts MNetworks Tools Help

v  Show Offline Contacts

C.o
’ v  Sort by Online/Offline

Sort by Name
. Sort by Status

S v Show in Groups

Show IM Groups
Cx

v  Show Empty Groups

v  Show First Name Only l
Show Full Name

Add a New Contact...
. Create a New Group...

The 'Add a new contact' dialog will appear.

LET Add a new contact ﬂ — - u

» "l
Account ‘rol:ert_l:dack@mai!.ru {Unite) =|
Contact's ID: | richardsmith@abcmail.com |
Group ID: Igenera! ni
Request Hi.
informatian: | wish to add you as my contact in Comodao

Unite.
Thanks|

Add | [ cancel

Add a new contact- Table of Parameters

Field Name Control Description

Displays all the accounts with which you have signed-in
currently to Comodo Unite (including 3rd party accounts)
as a drop-down. Select the account to which the new
contact is to be added.

Account Drop-down

Enter the Comodo Unite user name of the new contact to

Contact's ID Text field be added.

Displays the groups that you have created as a drop-down.
Select the group in which the new contact is to be

accommodated.
Group ID Drop-down ) .
Tip: At any time you can move the contact to any other

group by right clicking on the contact name in the Contacts
list and selecting 'Move' from the context sensitive menu.
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Add a new contact- Table of Parameters

Request information Text field Ente.r the message requesting to join as your contact .
(Optional)

Add Control Sends the new contact request to the contact.

Cancel Control Cancels the action and closes the dialog.

On clicking 'Add', the new contact request will sent to the contact. Once the contact approves the request, the new contact will
be added to your contact list.

7.2.How to Create a New Network

To create a new network

*  Navigate to Networks > Create a new network
L1 Robert Black e o= e |

File Contacts MNetworks Tools Help |

Create a New Network...
T,

I Join a Hetwork...

g Manage Networks...
S

Search the contact or web

v

The 'Create a new network' dialog will appear.

L1 Create a new network. Mm
Metwork name | My Friends Network |
Password |lllllllll| | 1
Retype password | sssssssse |

Fair
Password Strength S ——
[
Enable VP
| Add || cCancel
= A
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Create a New Network - Table of Parameters

Field Name Control Description

Enter a new network name. The network name is limited to
64 characters in length. For further security of your network
Network name Text field we strongly recommend you to name the network
identifying its purpose of creation. This network name has to
be intimated to the members that are joining the network.

Enter a password for your network. There is no limit on the
Password Text field length of the password. This password has to be intimated
to the members that are joining the network.

Retype password Text field Confirmation of the above.

Indicates the strength of your password. Use a combination
Password Strength Linear indicator of alphabets, numerals and symbols of your choice to
create a strong password.

Enable VPN Check-box Check the box to enable VPN for this network.
Add Control Creates the new network with the input parameters.
Cancel Control Cancels the action and closes the dialog.

e Click the 'Add" button when done. The newly created network will appears under the Network tab of the main
interface.

Tip: You can edit the configuration of the created network at anytime by clicking the Manage Networks option from the
Networks menu. Refer to the section Creating and Managing Networks for more details.

Note: Please make sure you establish a direct connection for the best possible network performance. Click here to find out
how.

7.3.How to Join a Network

Prerequisites:

To join an existing network you should be provided with the following information from the network administrator or a member.
e The network name;

e The access password of the network.

To join an existing network

*  Navigate to Networks > Join a network
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The 'Join a network' dialog will appear.

LE1 Join a network Mi

Networkname | Joe's Network N |
Password |llllllllll| | I
[¥] Enable VPN
[ Add ][ Cancel ]
| e —— |

LE1 Robert Black e 5 e

File Contacts MNetworks Tools Help |

Create a New Network...

BB Join a Network...

o

Manage Networks...
SRR

Search the contact or web

i

Join a Network - Table of Parameters

Field Name Control Description
Network name Text field Enter the network name.
Password Text field Enter the password.
Enable VPN Check-box Check the box to enable VPN for this network.
Add Control Joins you to the network.
Cancel Control Cancels the action and closes the dialog.

e Click the 'Add' button when done. The network appears in the Network tab of the interface.

7.4.How to Import, Chat to and Manage 3rd party IM contacts

To associate, configure and manage how 3rd Party IM accounts with Comodo Unite, Click Tools > Options and click '3rd Party
IM" from the left hand side pane.
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L Options
Profiles Manage your other Instant Messaging (IM) accounts that you would
General like Unite to connect to and collate into your contacts list.
Motification
Sounds

Desktop Sharing
Application Sharing

Semvice

3rd Party IM

Add... Modify... Delete

[ ok || cancel Apply

From this interface you can configure for the following:
»  Add an account

*  Modify an account

*  Delete an account

+  Show accounts and contacts
*  Contacts menu

* Add anew contact

¢ 3rd IM chat/conference chat

7.4.1. Adding an Account

You can add your own IM accounts with 3rd party programs like MSN, Yahoo Messenger, Google Talk etc. to Comodo Unite and
sign-in to those accounts from the same. You can have chat sessions with your contacts of your 3rd party IM accounts from the
same interface.

To add a third party IM account to Unite

»  Click Tools > Options > 3rd Party IM
*  Click the 'Add..." button at the bottom of the configuration dialog
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LET Add Account

Protocol

2 MsN ]
Signin as iOniine E

Username | |

Password | |

[] Auto Login

[] Auto reconnect if connection fails

| Add || cancel |

*  Choose the type of account you wish to add from the drop down menu. Available choices are:

B B |
LET Add Account ﬁ

Protocol , M n_i
Sign i 5
ignin as ITmI *.-’ahlc,_o
Username ¥ YahoolAPAN _

£ Ica

Password 523 Al
laxl GoogleTalk

1

[] Auto Login

[] Auto reconnect if connection fails

' Add || Cancel

* MSN

e Yahoo

e YahooJAPAN
+ IcQ

« AM

e Google Talk

e Facebook chat

*  Select the default availability status in the 'Sign in as' drop down. You have the following options:

¢ Online;
e Busy;
o (Offline;

e Appear Offline.
»  Enter the authentication credentials required for the IM account (username and password)

* If you wish to be automatically logged into this account when you start Comodo Unite, select the 'Auto Login' check
box.

*  If you want Comodo Unite to reconnect to the 3rd party IM server if the connection is interrupted for some reasons
(e.g. your Internet connection went down and resumed), select the 'Auto reconnect if connection fails' check box.
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. LE1 Add Account |_23 v
Protocol 2 MSHN ﬁi
Sign in as IOlﬂine _i
Username | johnsmith@hatmail.com |
Password | asssnnes |

[¥] Auto Login

[7] Auto reconnect if connection fails

Add || cancel

*  Click the 'Add' button to finalize the process

*  Repeat the process to add more accounts

Note: Skype IM accounts are handled slightly differently. You need to log on Skype and allow access for Comodo Unite to use
your account.

»  Click Apply for your settings to take effect.
7.4.2. Modifying an Account

You can change 'Sign in as', 'User name', 'Password', 'Auto Login' and 'Auto Reconnect' options for an existing account by
double clicking it or clicking 'Modify' button when one account is selected.

To modify a pre-registered 3rd party IM account
*  Click Tools > Options > 3rd party IM. The pre-registered accounts are listed.

*  Double click on the account you are going to modify of select the account and click 'Modify' button. The edit dialog will
appear.

»  Edit the details as you desire

e Click on the 'OK' button for your changes to take effect.
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'm Options @‘

Profiles Manage your other Instant Messaging (IM} accounts that you would

like Unite to connect to and collate into your contacts list.

General
Notification |
N [tk

Sounds testuser720@gmail. com 44 GoogleTalk
Desktop Sharing Add Account
Application Sharing| Protocol ||3_2‘J GoogleTalk |
Senice o

Signin as |On|ine §|
3rd Party IM

Username | testuserr20@omail.com |

Password | ssnsad |

[¥] Auto Login

[¥] Auto reconnect if connection fails
[ Nox || canca |
A

— =Y
Add... q W adify... v Delete

[ ok ][ cancel |[ Apply

Tip: You can change the 'Auto Login' and 'Auto Reconnect if connection fails' options by checking/Unchecking the appropriate
check boxes beside the account directly from the Options > 3rd party IM interface.

»  Click 'Apply" for your settings to take effect.

7.4.3. Deleting an Account

You can remove existing 3rd party IM accounts from Comodo Unite, by clicking the 'Delete’ button after selecting the target
account.

To remove an account
e Click Tools > Options > 3rd party IM. The pre-registered accounts are listed.
e Select the account you want to delete

¢ Click on 'Delete' button.
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LET Options @
Profiles Manage your other Instant Messaging (IM) accounts that you would
General like Unite to connect to and collate into your contacts list.
Matification |
i Jtak
Sounds testuser720@amail.com W'_J GoogleTalk
Deskiop Sharing
Application Shari
pplication Sharing e Waming

Service

3rd Party IM

Are you sure you want to delete this account?

[ Yes ] [ Mo

Add. | [ mody. | Detete )

[ QK ][ Cancel ][ Apply ]

*  Click on the "Yes' in the confirmation dialog.

»  Click 'Apply" for your settings to take effect.

7.4.4. Viewing Accounts and Contacts

All 3rd party accounts that have been added will be displayed as icons directly above the contact list window. Accounts that you
are currently signed-in/not signed-in into are indicated by a small green square and a small red ‘X' in the respective icon.
Clicking an icon will allow you to 'Connect/Disconnect/Change status' in the corresponding account.

LI Robert Black E=AE=n X

File Contacts MNetworks Tools Help

' 1igRobert Black Availablew
¥  IP.50.66.248 All
‘ o added 3rd party
- IM accounts

Search the contact or web

Hetworks

Contacts

s Contacts displayed
< in IM group

L testuser720@gmail.Fom

W robert_black@mgil.ru
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3rd Party IM Contacts - Online Status

Google

Status Talk Icon Yahoo Icon Description
Online & @-[12 = Indicates that the user is currently online and
available to chat.
Busy ‘E (g k) Indicates that the user is online but currently busy.
Away 3 ":Tﬁ = Indicates that the user is online but currently away
. and not available for chatting.
Appear Offline = (1 k& Indicates that the user is currently Offline.
Disconnect % T & Indicates that the account is disconnected.

»  Clicking on an icon in the information panel with not-sign-in status, enables you to connect to corresponding the IM
service.

Clicking on an icon with signed-in status will enable you to change your online-status message and to sign-out.

= Ny
LE1 Robert Black o] 0

File Contacts Metworks Tools Help

gl Robert Black Availablew

~
¥  IP:50.66248
[tas]
‘ 238
|§|ﬂ Online

n‘?ﬁ' Busy
ay  Away

Searchthe g

Contacts
wy  Appear Offline

- |ﬂ Disconnect
LIg Susan Jormiecn

L testuser720@grmail.com 5

The Contacts Menu
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L1 Robert Black o | B |

File Contacts MNetworks Tools Help

™
‘
Search the co

o

g} Robert Black Availablew
IP: 5.0.66.248

@

The 'Contacts' menu in the file menu bar enables you to sort the contacts in the contacts list in different orders:

1 testuser720@gmaitcom | E) ] »  Show Offline Contacts - Allows you to select whether or not to display the contacts
Flle Contacts Networks Tools Help which are currently offling, in the Contacts list.
v Show Offline Contacts
’ Sortby OnlinelOffine |-~ »  Sort by Online/Offline - Sorts the list of contacts based on their Online/Offline
r- v Sortby Name Status.
L Sortby Status
S( v ShowinGroups »  Sort by Name - Sorts the list of contacts based on the alphabetical order of the
o ShowIM Groups contact names.
v  Show Empty Groups . . .
o Sttt Riame Gty »  Sort by Status - Sorts the list of contacts based on their online status.
:::‘: :':;NZ;ZC‘N *  Show in Groups - Sorts the list of contacts as per user defined groups.
e +  Show IM Groups - Sorts the list of contacts as per their associated IM protocols

»  Show Empty Groups - Allows to toggle between displaying and hiding the Groups
defined by the user and yet to add/move contacts into them.

»  Show First Name Only - Displays only your first name in the information panel and
only the first names of your contacts in the contacts list.

e Show Full Name - Displays your full name in the information panel and the full
names of your contacts in the contacts list.

7.4.5. Adding a New Contact to Your 3rd Party IM Account

You can directly add a new contact to your 3 party IM account from Comodo Unite interface. You need to be be signed-in to
the 3rd party account through Comodo Unite.

To add a new contact

»  Click Contacts > Add a New Contact. The 'Add a new contact' dialog will appear.

- .
LET Add a new contact -y ﬂ

-

Account: ltestuser720@gmail.com (GoogleTalk) n'
Contacts 1D :l_"ﬂ\p'ﬂ_ﬂ_ﬂilleh'l|kCﬁliT1‘lCT_-’d_(_'j_|lll«'li|.CﬂI]| |
Group ID: |GoogleTalk ﬂ
Request '“Hi.

information:

| wish to add you as a contact in my Google |
Talk account, |
Thanks.

Add | [ cancel
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Add a new contact- Table of Parameters

Field Name Control Description

Displays all the accounts with which you have signed-in
currently to Comodo Unite (including Comodo Unite
account) as a drop-down. Select the account to which you
want to add the new contact from the drop-down.

Account Drop-down

Contact's ID Text field Enter the user name of the new contact to be added.

Displays the user-defined or IM groups groups as a drop-
down.

»  If you have chosen 'Show in Groups' under the
'Contacts' menu, the user-defined groups will be
displayed as a drop-down. Select the group into

Group ID Drop-down which the new contact has to be added.

»  If you have chosen 'Show in IM Groups' under the
‘Contacts' menu, the group ID corresponding to
the 3rd party IM account will be selected
automatically.

Request information Text field Enter the message requesting to join as your contact .

(Optional)
Add Control Sends the new contact request to the contact.
Cancel Control Cancels the action and closes the dialog.

*  Onclicking Add, the new contact request will sent to the contact. Once the contact approves the request, the new
contact will be added to your contact list of the 3rd party IM account.

7.4.6. Initiating 3rd Party IM Chat/Conference Chat

3rd IM chat/conference chat allows launch IM chat by contact context menu or just double click one contact. You
can send/receive files and smiles, nudges via chat. The icon (left to the Display Picture icon) on top-right corner of the
conversation dialog shows the account protocol of this chat.

To initiate a chat
*  Double click on the contact in the contact list or right click on the contact and select 'Chat'.

»  Type a message and click the 'Send' button.
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LET testuser720@gmail.com |_=' | = By J
™ B ] 0 = -3
= & 2 @ & @ D . @& . T
Send Infa Clear Sound off Irvvite Remate Share App Share Wleb Display picture

Robert Black Send:

BIDGRA~1.0DT (38 KB)
[ Waiting for testuser720@gmail.com to accept |

Cancel( Alt+Q)

Text ¥ Smilies 2 Nudge

Hallo,

T ] A

Comodo Infroduces Trustworthy No-cost Registry Cleaner for Windows Systems

To initiate a conference chat
»  Click the Invite button at the top of the conversation dialog. The Invite Contacts dialog will appear, listing the contacts
of your IM account that are currently online.

fr—

-
LET Invite contacts 2 M

Mo online contacts

[IMSN Contact 1
[IMSM Contact 2
[IM=M Contact 3

e Select the contacts to participate in the conference chat and click 'Ok'.

7.5.How to Start a Desktop Sharing Session with Your Contact

Prerequisites: To initiate a desktop sharing session and to gain access to other user's desktop, the user must be signed-in to
Comodo Unite in the remote machine. If the user has granted automatic remote access to you with:

the password type authentication, you must know the password set for you.

the certification type authentication, your digital certificate should have been installed in their system.

both the password and certification type, you must know the password and your digital certificate should have been
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installed in their system.
To initiate a remote desktop control

*  Right click on the contact in the Contacts/Network's list and select Desktop Sharing.

e

Search the contact or web |

L2 testuser720@gmail.cpes
Chat

Delete

L) Susan Johnson

Details...

Desktop Sharing

Or

* Initiate a conversation with the contact and select the 'Remote' button at the top of the conversation dialog.

| |
LET testuser720@gmail.com =B %
™ [ . [
= - 2 @ b @ & & L an ¥
Send Infe Clear Sound off Irwite Remiotsy Share &pp Share ek Dizplay picture
i, testuser720@agmail.com is away
i Waiting for testuser? 20@grmail.com to accept Remote Desktop Sharing request.
Text * Smilies @@ Nudge
Send a
Comodo CEO Downloadable on Practical Ecommerce Podcast

» If the user has set the Desktop Control Policy for you as 'Allow remote access when | click Accept', wait till the
user accepts your Remote Desktop Control request.

» |Ifthe user has set the Desktop Control Policy for you as 'Allow automatic remote access', you will be granted
access depending on the authentication type set for you.

Password Only - If the user has set the 'Password Only" authentication type to allow automatic remote access, you will be
prompted to enter the password.

»  Enter the password informed to you by the other user and click 'OK'. A remote desktop connection will be established.

Certification Only - If the remote-user has set 'Certification Only' as the authentication type then their installation of Comodo
Unite will require your machine to provide your email (access) certificate. This certificate will be used to authenticate your
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identity. If the authentication process is successful then your connection request will be authorized.

Password and Certification - If the remote-user has set 'Password and Certification’ as the authentication type then you will
have to both enter the correct password AND you will need to have an email (access) certificate installed on your system (as
described above). Requiring two forms of authentication in this manner is a very secure practice known as 'Two-Factor
Authentication' and is strongly advocated by Comodo.

»  Click here to read more about getting a digital (access) certificate and how to use them.
«  Click here to sign up for your FREE digital (access) certificate.

»  Click here to read more about Desktop Sharing session in Comodo Unite

7.6.How to Share an Application with a Contact

Comodo Unite's application sharing feature allows you to quickly push any application on your computer to the desktop of one of
your contacts. Sharing an application means your contact will be able to view and interact with any software running on your
machine. Because your contact is essentially viewing the application that is running on your computer, it even allows them to
view and use software that they do not have installed. Application sharing is particularly useful for training purposes (for
example, salesmen and developers can demonstrate new or beta software to clients and colleagues without them having to
install it locally) and for project collaboration (multiple users can work on the same document and communicate using the
Comodo Unite chat window - saving time and improving work-flows). You can share an application in two ways:

»  Share Interactive - Allows both you and your remote contact to view and manipulate the shared application.
Interactive sharing is particularly useful for collaboration purposes - allowing multiple team members to work on the
same document simultaneously. This mode can also be used for interactive product demonstrations and
presentations.

*  Share Viewer Only - Allows your remote contact to view the application on your machine but does not allow them to
actually interact with it. View only mode is most widely used for product demonstration and presentation purposes.
You can, of course, switch between interactive and view only modes at any time.

In order to share an application window, your contact should be logged on to the remote machine. Click on the links below for
more information on initiating and accepting the application window sharing.

*  How to share an application with a Comodo Unite contact
»  How to share an application with a contact using 3™ party IM

*  How to accept the inviitation for an application sharing session

7.6.1. How to Share an Application with a Comodo Unite Contact

Comodo Unite allows you to start sharing any running application in your computer with a contact selectively in Share
Interactive mode or Share Viewer Only mode.

To start sharing a running application

»  Start a chat session with the contact by double clicking on the contact from the main interface or by right clicking on
the contact and selecting 'Chat' from the context sensitive menu.

»  To start the application sharing session with the default control mode as set in Tools > Options > Application Sharing >

—

- v
Share App

Control Mode click on the' Share App' button at the top of the conversation dialog.

«  Alternatively, if you want to start the application sharing session with a selected control mode, click on the drop-down
arrow beside 'Share App' icon and select the control mode.
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D@ @
'_ - — -
Share App Share nleb

Start Interactive

v Start as Viewer

*  Select the control mode from the drop-down and click on the' Share App' button.

Alist of currently running applications will be opened.

141 Applications list o | &)

Please select a window to share:

@ Irbio: - Mozillz Thunderbird
iege of Trow.odt - OpendcFfi g

E\Mkipedia, the free encvclopedia - Mozilla Fir

E‘Photo af Lightouse. pdn (31%:) - Paint. MET

o (o]

»  Select the application you want share with the other user and click 'Ok’. An application sharing request will be sent to

your contact.
LE1 testuser720@gmail.com (= | Bl 2 _E
™ - = T -
“ & 2 @ o € & o oaa
Send Infa Clear Sound off Invite Remate Share App Share Wb Display picture

i Waiting for testuser720@gmail.com to accept share window request.

Text &~ smilies @ Nudge

Send 9

Comodo Improves HackerGuardian PCI Scanning Tool

»  Once your contact accepts the request, the application window will open inside the conversation window .
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Lwaming for testuser720@0mad.com to accept share windaw reouast.

- tastusarT20Dgral.com s adcented your share WGw 1AuEsT.

Ee
m; » Compester b Locel Disk D) » Werk » « | il Searh ek =)
organze * [T Qpen » Fint Eemai Bur  Mew folder - [ @
o Favrtes staiz .

B Desbtep can
1§ Dowriods ki Cat
il Becent Places Lontects
Clhite
4 Libiaries b DONE =
[pe—
¥ Cempute I Hew semplate_Guide
&L Local Disk ()

L Peejects
. Local Dk (O] ek Comoda_Unite_ver 25 User Guide 151911005
= 191

W Nebweik: dae
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- s
Comada Unte bugs.dac Date mod#
aex| D Open 2041 Document 5

AR

138 PM e crested: S103011 130 F

@ @Temie Qe Share Viewer Onhid Layeui

Zond |
Camado CED

Your contact will be able to view or interactively work along with you on the application depending on the control mode selected.

During the course of the application sharing session, you can change the control mode and the position of the window using the
options above the lower pane.

Application Sharing Window - Changing control Mode and Position

Control

Description

Control Mode The drop-down menu at the right end of the options bar above the lower pane enables you to

switch between the Share Interactive mode and Share Viewer Only mode.

Share Viewer Onl

Share Interactive
Share Viewer Onl

Layout Clicking on the 'Layout' button at the right end of the options bar above the lower pane enables

you to change the position of the application sharing window according to your choice.

Fit to siz

v LCentre
Right
Pop Out

Center - Displays the application sharing window horizontally below
the chat area in the conversation dialog.
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Application Sharing Window - Changing control Mode and Position

+ Right - Displays the application sharing window vertically at the right
hand side of the chat area in the conversation dialog.

*  Pop Out - Displays the application sharing window as a separate
window.

Alternatively you can share a running application by right clicking on its title bar.
To share a running application
*  Right click on the title bar of the application window you wish to share

*  Move the cursor over 'Share Application With' in the context sensitive menu and select the control mode from the
choices 'Interactive Mode' and 'Viewer Mode'

e Select the user with whom you wish to share the application window from the list of currently signed-in users.
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An application sharing request will be sent to your contact. Once your contact accepts the request the application sharing
session starts as explained above.

7.6.2. How to Share an Application with a Contact using 3rd Party IM

You can start an application sharing session to your 3" party IM contact by signing-in to the 3rd party IM server through Comodo
Unite. Your contact will be asked to first download and install the Comodo Unite application and then to sign-in through Comodo
Unite in order to share the application window.

To start an application sharing session to your 3rd party IM contact

»  Start a chat session with the IM contact by double clicking on the contact from the main interface or by right clicking on
the contact and selecting 'Chat' from the context sensitive menu.

-

+  Click on the 'Share App' button ' "*"“*"*  at the top of the conversation dialog. A request will be sent to your contact
to download and install Comodo Unite.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 88



1 Robert =5 =

- 41 2 &® & @ D @& . o

Send Infa Clear Sound off Irwite Remate Share Lpp Share eb Dizplay picturs

fsrmith@hosrnall.com says:
Your friend is using Comodao Unite, a secure messaging and collaboration program, and would ke to
share a1 application with you, To share an application with them get your own copy of Comodo Unite
here: hop: S, comodo. con/homefinternet-secrity fsecure-messaging-vpn.php

Text ' Smilies ) Nudge

Comodo Improves HackerGuardian PCl Scanning Tool

Your contact can click the link from the chat window, to be taken to Comodo Unite download page.

John Smith (available)

John Smith says:

= Your friend is using Comodo Unite, a secure
messaging and collaboration program, and
would like to share an application with you. To
share an application with them get your own
copy of Comodo Unite here:
hitp: /fwww.comodo.com/home/internet-
security/secure-messaging-vpn.ph

Your contact can download application...
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Download EasyVPN

Please select your operating system: =
- . . DOWNLOAD
Windows 7/ XP [/ Vista 32 bit | =

Windows 7 / XP / Vista 32 bit
Windows 7 / XP / Vista 64 bit

System Requirements: File Details:
= Windows 7/ XP | Vista 32 bit Size: 8.32 MB (8,724,728 bytes)
= 128 MB RAM

= 10 MB Hard Disk Space

Additional Open Source Resources

... and install it in their computer. For more information how to install the program, refer to the section Installation.

After installation they need to sign-up for Comodo Unite account. For more information on how to create an account, refer to the
section Register a New Account.

When your contact is using Comodo Unite, They can:
»  Directly add you as a contact in their Comodo Unite account;
or
*  Add their 3rd Party IM account to their local installation of Comodo Unite and contact you through this IM account.

After establishing a chat session through Comodo Unite program, click on the 'Share App' button at the top of the conversation
dialog to start the application sharing session.

7.6.3. How to Accept an Invitation for an Application Sharing Session

If any of your contacts initiates an application window sharing session, you will be asked to accept or decline the request.

1

H H i B | — |i=)
LEiBob Smith (bsmithi@@somemail.com) (=)
3 ™ . e ﬁ P i
) e : | = - .
= a P @ ab* ~ = & Ly ain *
Send Infa Claar Sound off Invite Remate Share App Share Wleb Display picturs

i Bob Srrith would lke to share window to you,

Accept or Decling

To accept the application sharing request from your contact

e Click 'Accept' to start the application window sharing session. The application window will be opened in the
conversation dialog.
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i testuser720@grmail.com would like to share window to wou.

Accept or Decline
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Studebaker Corporation, or simply Studebaker was a United States wagon and automobile
manufacturer based in South Bend, Indiana Foundedin 1852 and incorporated in 1868[1] under the
name of the Studebaker Brothers Manufacturing Company, the company was onigmally a producer of
wagons for farmers, miners, and the military.

Studebaker entered the automotive business in 1902 with electric vehicles and in 1904 with gasoline

vehicles, all sold under the name "Studebaker Automobile Company”. Until 1911, its automotive ¥
< | »
Text @I ¥ Smilies P Nudge Layoul Fit lo size
it
. u

During the course of the application sharing session, you can change the position and size of the window using the options
above the lower pane.

Application Sharing Window - Position and Size Control

Control Description

Layout Clicking on the 'Layout' button at the right end of the options bar above the lower pane enables
you to change the position of the application sharing window according to your choice.

Fit to size

Right

Pop Ot

»  Centre - Displays the application sharing window horizontally below the chat area in
the conversation dialog.

* Right - Displays the application sharing window vertically at the right hand side of the
chat area in the conversation dialog.

*  Pop Out - Displays the application sharing window as a separate window.

Fit to Size Clicking on the 'Fit to Size' button at the right end of the options bar above the lower pane fits the
application sharing window into the available space below/beside the chat area as chosen in the
Layout option.
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Application Sharing Window - Position and Size Control
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Layout

Note: You will be able to edit / work on the file only if your contact has selected 'Share interactive' option while initiating the
application sharing.

7.7.How to Share a Web Browser with a Contact

Comodo Unite's web browser sharing feature allows you to quickly push the web browser on your
computer to the desktop of one of your contacts. Sharing a browser means your contact will be able to view
and interact with the browser on your machine. Because your contact is essentially viewing the browser
that is running on your computer, it even allows them to view and use the browser that they do not have

installed. Browser sharing is particularly useful for training purposes (for example, salesmen and
developers can demonstrate new web- based applications to clients and colleagues without them having to

install it locally).

You can share a browser in two ways:

»  Share Interactive - Allows both you and your remote contact to view and work on the shared browser. Interactive
sharing is particularly useful for collaboration purposes - allowing multiple team members to work on the same web
page simultaneously. This mode can also be used for interactive product demonstrations and presentations.

»  Share Viewer Only - Allows your remote contact to view the browser on your machine but does not allow them to
actually interact with it. View only mode is most widely used for product demonstration and presentation purposes.
You can, of course, switch between interactive and view only mode at any time.

In order to share the web browser, your contact should be logged on to the remote machine. Click on the links below for more
information on initiating and accepting the browser sharing.

¢ How to share a web browser with a Comodo Unite contact
*  How to share a web browser with a contact using 3rd Party IM

*  How to accept an invitation to use a shared web browser

7.7.1. How to Share a Web Browser with a Comodo Unite Contact

Comodo Unite allows you to start sharing your web-browsing session with a contact selectively in Share Interactive mode or
Share Viewer Only mode.

To start sharing a running web browser

»  Start a chat session with the contact by double clicking on the contact from the main interface or by right clicking on
the contact and selecting 'Chat' from the context sensitive menu.

€ .

+  To start the web sharing session with the default control mode, click on the' Share Web' button ~ ="="* "' at the
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top of the conversation dialog.

«  Alternatively, if you want to start the web sharing session with a selected control mode, click on the drop-down arrow
beside 'Share Web' icon and select the control mode.

e T

re App Share let

Start Interactive

v Start as Viewer

»  Select the control mode from the drop-down and click on the' Share Web' button. An web sharing request will be sent

to your contact.
-
LET testuser720@gmail.com A |i H'
o . b y 2= 7
- | d 2 | ® & @& D o W e
Zend Inta Clear Sound off Invite Remote Share App Share ek Dizplay picture

i Waiting for testuser?20@gmail.com to accept share web request.

Once your contact accepts the request, the browser window of the default web browser of your system will open inside the
conversation dialog, with the home page displayed You can type your desired web address in the Address field.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 93



COMODO

Creating Trust Online®

P

LT testuser720@gmail.com = = | & |
u P o @ @ 3
= “ < @ A . 2. @ - Wi wet
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i Waiting for testuser720@gmail.com to accept share web request.

i testuser720@grmail.com has accepted your share web request.
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Mews archive ™~ =
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» Contactus for fragments of uninstalled software, and broken ling I
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Text ¥ Smilies 1D Nudge

Send q

Comodo Introduces Trustworthy Mo-cost Registry Cleaner for Windows Systems

Your contact will be able to view or interactively work along with you on the web browser depending on the control mode
selected.

During the course of the web sharing session, you can change the control mode and the position of the browser window using
the options above the lower pane.

Web Sharing Window - Changing control Mode and Position

Control Description

Control Mode The drop-down menu at the right end of the options bar above the lower pane enables you to
switch between the Share Interactive mode and Share Viewer Only mode.

5 i A 1)

Share Viewer Dlﬁyﬂ

Share Interactive
Share Viewer Only
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Web Sharing Window - Changing control Mode and Position

Layout Clicking on the 'Layout' button at the right end of the options bar above the lower pane enables
you to change the position of the browser window according to your choice.

I|_'y'=

v Centre

Pop Ot

fal

+ Center - Displays the browser window horizontally below the chat
area in the conversation dialog.

+ Right - Displays the browser window vertically at the right hand side
of the chat area in the conversation dialog.

+  Pop Out - Displays the browser window as a separate window.

7.7.2. How to Share a Web Browser with a Contact using 3rd Party IM

You can start an web browser sharing session to your 3" party IM contact by signing-in to the 3rd party IM server through
Comodo Unite. Your contact will be asked to first download and install the Comodo Unite application and then to sign-in through
Comodo Unite in order to share the browser window.

To start a web browser sharing session with your 3rd party IM contact

»  Start a chat session with the IM contact by double clicking on the contact from the main interface or by right clicking on
the contact and selecting 'Chat' from the context sensitive menu.

¢

+  Click on the 'Share Web' “"*"*""*" button at the top of the conversation dialog. A request will be sent to your
contact to download and install Comodo Unite.
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Send Infa Clear Sound off Inwite Remote Share Lpp Shara leb Display picture

gil973@hotmal.com says (11420280
our friend is using Comodo Unite, a secure messaging and collaboration program, and would like to
share an application with you. T2 share an applicaton with them get vour own copy of Comodo Unite
here: atp: . cormodo. cormdio meinternet-secur ity fsecure- ressacing-vpa.ph

Text ¥ Smilies (D) Nudge

Comodo Introduces Trustworthy Mo-cost Registry Cleaner for Windows Systems

Your contact can click the link from the chat window, to be taken to Comodo Unite download page.

John Smith (availabies

John Smith says:

= Your friend is using Comodo Unite, a secure
messaging and collaboration program, and
would like to share an application with you. To
share an application with them get your own
copy of Comodo Unite here:
http: /fwoww.comodo.com/home/internet-
security/secure-messaging-vpn.php

Your contact can download application...
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Download EasyVPN
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- . . DOWNLOAD
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Windows 7 / XP / Vista 32 bit
Windows 7 / XP / Vista 64 bit

System Requirements: File Details:
= Windows 7/ XP | Vista 32 bit Size: 8.32 MB (8,724,728 bytes)
= 128 MB RAM

= 10 MB Hard Disk Space

Additional Open Source Resources

... and install it in their computer. For more information how to install the program, refer to the section Installation.

After installation they need to sign-up for Comodo Unite account. For more information on how to create an account, refer to the
section Register a New Account.

When your contact is using Comodo Unite, They can:
»  Directly add you as a contact in their Comodo Unite account;
or
*  Add their 3rd Party IM account to their local installation of Comodo Unite and contact you through this IM account.

After establishing a chat session through Comodo Unite program, click on the 'Share Web' button at the top of the conversation
dialog to start the browser sharing session.

7.7.3. How to Accept an Invitation to a Web Browser Sharing Session

If any of your contacts initiates a web browser sharing session, you will be requested to accept or decline the request. Click
Accept to start the browser sharing.

B Do o [ I=Fd
LEiBob Smith (bsmith@somemail.comy) = i=)
S P & @& , o
3 P 5 i [ ="y 2 -
ot ' Te TS W & iy b
Send Infi Clear Sound off Inviite Remate Share App Share b Display picturs

i Bob Srrith would lke to share web to you,

Accept or Decling

The browser window will be opened in the conversation dialog.
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Comodo CEO Downloadable on Practical Ecommerce Podcast

You can change the position of the browser window by selecting appropriate controls above the window.

Application Sharing Window - Position and Size Control

Description

Layout Clicking on the 'Layout' button at the right end of the options bar above the lower pane enables
you to change the position of the browser window according to your choice.

Fit to size

Right

Pop Out

»  Centre - Displays the browser window horizontally below the chat area in the
conversation dialog.

*  Right - Displays the browser window vertically at the right hand side of the chat area
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Application Sharing Window - Position and Size Control

in the conversation dialog.

*  Pop Out - Displays the browser window as a separate window.

Fit to Size Clicking on the 'Fit to Size' button at the right end of the options bar above the lower pane fits the
browser window into the available space below/beside the chat area as chosen in the Layout
option.

PR TR 1) 1Y 7 Ny A A A 1 )

>

Note: You will be able to involve in the browsing activities only if your contact has selected 'Share interactive' option while
initiating the sharing session.

7.8.How to Connect to Your Own Machine at Home/Work

Comodo Unite enables to take control of your desktop at home while you are at work and vice-versa. For example, you might
have logged on to your office network from your desktop at office or your laptop and wish to have access to your desktop at
home at required situations. Comodo Unite provides an easy way to connect to your own machine from another machine
seamlessly and securely, without you sitting in front the machine to accept the connection.

To have the ability to connect to your home machine from the machine at work:

»  Comodo Unite should have been started and signed-in with your own account in your remote computer. Refer to the
section Service for details on how to configure for automatic sign-in to Comodo Unite on Windows Start-up.

*  You must have logged-in to Comodo Unite with the same account in the computer you are using now.

*  The Comodo Unite application in the remote computer should have been configured to allow automatic remote access
for your user account, to allow the connection automatically or through Password/Certificate authentication. If
certification type authentication type Is selected, both the computers should have your client/email certificate installed.
Refer to Desktop Sharing > Access Control for more details on configuration of authentication type.

The "My Computers' group under the 'Networks' tab lists the computers in which Comodo Unite has been signed in with your
own account concurrently.

Comodo Unite User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 99



COMODO

Creating Trust Online®

.-’/’

5
LET Robert Black b= | B

File Contacts MNetworks Tools Help

(' LgRobertBlack Availablev

B IP:5.0.66.248
- o

Search the contact or weh

Contacts Networks

Relay(IP:5.0.157.38)

Ly .R;bert -Bl.ack
Right clicking on the computer name opens a context sensitive menu with the following options:

061 Robert =)

File Contacts MNetworks Tools Help

%

g Robert Available -

| ¥  IP:5.0.157.38

Search the contact or web

*® user-PC Relay(IP:5.0 i

= _ Desktop Control
5; Copy IP Address
= Properties...

1) Robert Logout

LFy Susan

gy testuserl

«  Desktop Control - Initiates a Desktop Sharing session to take access the remote computer. Depending on the
Desktop Sharing policy set in the remote computer, your connection will be allowed automatically or you have to
authenticate your self with your password, client certificate or both.

e Copy IP Address - Allows you to quickly copy (then paste) the user's unique Comodo Unite IP address into an
external application such as telnet, Windows RDP or multiplayer game. This is useful if the application in question
does not automatically detect your Unite virtual network.

More details

If a Comodo Unite network is available, some applications (such as telnet, games or remote desktop) will automatically detect
other users on this virtual network and provide options to connect to them. If, however, the application/game does not do this,
then you can use the 'Copy IP'v feature to manually create a connection.

For example, in the case of a multiplayer game:
+  First make sure you are logged into Unite

« Make sure your opponent(s) are also logged into Unite
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¢+ Paste the Unite IP of your opponent into the in-game interface (if required) to connect to them
If either you or your opponent are not logged into Unite then this will not work.
*  Property - Opens the contact details dialog.
*  Logout - Signs you out of Comodo Unite in the remote computer.

Now your home computer is ready for access from your work computer.
7.9.How to Leave a Network

*  Right-click on the network's name under the 'Networks' tab.

L1 Robert Black | B

File Contacts Metworks Tools Help

' 1 Robert Black Available

¥ IP:5.0.66.248
-

Search the contact or weh

Contacts m
e
=2
=

gy Robert Black

Conference Chat

Create a Hew Network...

gy Susan Johnson s R

gy testuserl Disable VPN

L testuser/20@gmail.com [

e Select'Leave network' from the context menu. A confirmation dialog will appear.

»  Confirm you wish in the dialog that appears.

L& Warning u 1

Are you sure you want to leave the network "test net2' ?

E Yes ] [ Mo ]
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. Click 'Yes' to confirm and to leave the network.

7.10.  How to Change Your Access Password

Note: The procedure explained in this page is for changing the existing password to a new one. If you have forgotten your
password, you have to reset to a new password by clicking the 'Forgotten your Password' link from the sign-in interface. Click
here for more details.

To change your access password
*  Navigate to Tools > Options > Profiles
e Click 'Change' button under 'Log-on Password'. The 'Change password' dialog will open
»  Type your password specified during registration in the 'Enter old password' text box

e Type your new password in 'Enter new password' text box. The password strength meter at the bottom indicates how
strong your password is. Set a password with a combination of alphabetic, numeric and special characters and with
sufficient length to be stronger.

LET Options @
Personal Infarmation
General E-mail address: | testuser720@gmail.com |
MNotification First Name: | testusert |
Sounds
LE1 Change password

Desktop Sharing

Enter old password —|
Application Sharin P Teemnesmseeeees ‘
Service

Eﬂternewpasswﬂrd sSEeRORERERROERRRER ‘
3rd Party IM

Confirm new password P ‘

Picture...
Fair

Password Strength

[ oK ] L%el ] utes.
Login Password
Change your Unite login password. ‘
|

[ Ok H Cancel H Apply ]

*  Retype your new password in the 'Confirm new password' text box.
e Click 'OK.
»  Click 'Apply" in the 'Options' interface for the changes to take effect.

7.11.  How to Reset Your Forgotten Password

Comodo Unite allows you to access the services and retain contacts with your friends even if you have
forgotten your access password.

You can easily reset to a new password with a few steps and continue accessing the service.
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To reset your password

*  Click the 'Forgotten your Password?" link at the bottom of the main interface.

l Register a new account l

orgotten your password?

You will be taken to the password reset page of Comodo Unite website.

cCOMODO
Creating Trust Online® Ghoose a Gountry / Region -

Horme & Home Office About Us Contact Us

Secure Account Login | | |£
:DI'-;U.‘.B‘ EEEgwand®

Features
. " . Comodo Internet Securi

Cuick Start First, please confirm your account by typing your iy

email address in the space below: Securs agsingt Intamal 2nd
—UPE N - External Thraats. Easy to use

EACCORNTH Fersonal Firewall + AntiVirus
Download

| Free Download | Mars Infa

Contact Sales:
sales@comodo.com

Comodo Anti-Malweare

Enter your email address in the text box and click 'Submit'. Comodo will confirm the validity of your account...
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COMODO
Creaﬁng Trust Onling® Choose a Country / Region : I@

Home & Home Office

Secure Account Login | ” |no

Fargofen Password®

Account confirmed. An email has been sent to your e oY

address with instructions on how to complete the Secure against Internzl 2nd
password reset process. External Thrests. Essy to use
Personal Firewall + AntiVirus

... and send and email to you with instructions on resetting the password.

« Back to Inbox  Archive | Reportspam | Delete Movetow | Labelsw More actionz w

[Comodo Account Password Reset] Forget Password Mail o= |«

noreply@comodo.com to me fails 12:33 PM (0 minutes ago) | 4 Reply | ¥

Dear [smithi@socmemail.com,

VWe have received a Password Reset request for the account with the user-name
jsmith@somemail.com’.
To confirm that you made this request and to complete the reset process, please click the following link:

http:feasy-vpn.comodo.comireset-code.php?

[fyou did not make this request and/or do not wish to change your password at this time then please
ignore this email.

This is an automated message - please do no reply ta this email. If vou have any further questions,
please email
support@comaodo.com quoting your user-name and order number.

Regards

Comaodo Unite Service

»  Click the link in the email (or copy the address given in the mail and paste into the address field of your browser)

You will be taken to the page for entering your new password.
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COMODO
Creating Trust Online® Chogse a Country | Regicn :@

Home & Home Crfice

Secure Account Login | ” |’ ao|

Forgoflen Password=®

Features

Quick Start Please type and confirm your new password in the Comada Intemet Seourity

spaces provided: Secure against Internal and
External Threats. Essy to use
Personal Firewsll + AntiVirus

‘Support

New password:

Download

ownload | Mare Infa
Retype new password:

Contact Sales: |oooo LTT Y} |

salesi@comaods.com

Comodo Anti-IMalware

The best to stop and remaove
“rootkits® in real time.

»  Type your new password, retype your new password for confirmation in the respective fields and click 'Submit'. A
success message will be displayed.

cCOMODO

Creating Trust Online® Choose s Country / Region : | Noth America  [»

Home & Home Office FPartners Contact Us

Secure Account Login | ” |W

Forgomen Fassward?

Password Reset Successfull Comedo Infsl Tecily

This password is now active - please try logging into Securs sgsingt Intermal and
your Comodo Units account. External Threats, Essy to use
Personsl Firewall + AntiVirus

zad | Mar= Info

Contact Sales

That's it!!

You will now be able to sign-in to your Comodo Unite account with your new password. All your settings will be retained without
any change.
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8.Comodo Unite Uninstallation

To uninstall the Comodo Unite application:
»  Click Start > Control Panel
* In the Control Panel select 'Add/Remove Programs'
e Inthe list of currently installed programs, click the Comodo Unite
e Click the 'Change/Remove' button.
or

Navigate to 'Start > All Programs > Comodo > Unite > Uninstall'.

8 XP5 Viewer
1 ABBYY Li 12
. |-ng1.ru Devices and Printers
. Accessories
i COMODO Default Programs
L Unite
L1 COMODO Unite Help and Support
i i5 Uninstall |
| Eltima Software i
« Llnintl |
) Shut down Y

A Confirmation dialog will appear.

-
Windows Installer | |

Are you sure you want to uninstall this product?

Yes | No

Click Yes to start the uninstallation. The uninstallation progress will be indicated.

COMODO Unite

| _J3] Please wait while Windows configures COMODO Unite
=
i

Time remaining: 0 seconds

| |
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During the course of the uninstallation, the Comodo feedback web page will appear for a survey of uninstallation.

Your feedback information is highly appreciated!

On Completion, your system needs to be restarted for finalizing the process.

Ls &1
COMODO Unite .
“'ou must restart your system for the configuration
changes made to COMODO Unite to take effect. Click
Yes to restart now or Mo if vou plan to manualhy
restart later.
Yes ] [ Mo
[ A

Click 'Yes' to restart your system. If you wish to restart the system at a later time, click 'No'.

COMODO
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Note: The uninstallation will take effect only on the restart of the system.
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Appendix 1 - Otaining a Digital Certificate

You can obtain and install a free digital email certificate from Comodo to authenticate yourself to others with a simple two step
process. If any of your contacts have opted for certification type authentication for you, you can gain access to their desktop
securely and seamlessly.

Background:

Digital Client Certificates are an easy to deploy and effective PKI solution for enhanced user identification and access controls.
The client certificates are delivered electronically, and can be automatically installed on just about any computer or mobile
device. Each certificate establishes a user's unique identity to a remote server application. This certificate, once installed into the
certificate store of the user's Internet browser (e.g., Internet Explorer, FireFox, Opera) will be requested and verified every time
the user logs into a remote server application and will authenticate them as the genuine account holder.

If your contact has allowed you automatic access to their desktop and specified 'Certification Only" or 'Password and
Certification' as the authentication type, then their installation of Unite will require your machine to provide a digital certificate
before it will grant you access. This digital certificate will authenticate your identity to the machine that you are connecting to.

Setting up Unite to authenticate using a digital certificate involves two main steps:
*  Download and install your digital certificate;
»  Send this certificate to your contact by sending them a signed email.
To obtain and install your email certificate

»  Click Tools > Options > Desktop Sharing

. _— -
L¥1 Options M
Profiles [¥] Allow users to remotely connect to this computer,
General Access Control
Notification You can configure which users will be allowed to connect to this computer

and the authentication scheme to allow access.
Sounds

Get an e-mail access cerdificate now! -
Deskiop Sharing

Application Sharing

Performance
Senvice

Configure the performance settings when | initiate Desktop Sharing.
3rd Party IM

Speed | { = Quality

Hot Key

Select a Hot Key to terminate the active Deskiop Sharing session.

Cirl + Alt + F10

[ OK ] [ Cancel Apply

e Click the link 'Get and e-mail access certificate now!". You will be taken to the Comodo webpage for downloading the
free certificate.
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Products Home & Home Office E-Commerce Small to Medium Business Large Enterprise

E-Commerce » Secure Email Certificates

> SSL Certificates Secure Email Certificates

» Email Certificate Unencrypted emails ca!'l be read py arly mod.erately.-skilled Starting at $12.00/year
hacker. Keep your email communications private with = —
Comodo SecureEmail Certificates. VISIT OUR 5TORE

* Code Signing Certificate

* Authentication

Benefits of using Secure Email Certificates
* PClCompliance

v Provide message integrity v Provide data integrity
” ) S ” L

> PC Support Authenticate communications Prove message origination
v Keep your emails private v Easily encrypt messages

v Email Security & Messaging v Secure business information

EasyVPM for Business

Why use Comodo SecureEmail Certificates

Secure Certificates let you digitally sign emails to prove that the attachments and email content
actually came from you. Secure Email Cerificates allow you to easily encrypt your emails and

SecureEmail for Business

e Click the Free download button to initiate the certificate download and installation process. The process consists of
two steps.

Step 1 Providing your details and accepting the Subscriber Agreement

*  Fill up the application form that appears.
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Secure Email Certificates

Application for Secure Email Certificate Step 1: Provide details
foryaur cerificate
Your Certificate Details —

These details will be visible to people who use your certificate. They are required: Step 2: Collectand
First Marme |Rc.bert install your cedificate
Last Mame |B1ask
Email Address roblackl49@gmail.com
Country United States v

Frivate Key Options
ey Size (hits): High &rade w

Fevocation Password

Ifyou helieve the security of your cerificate has been comprarmised, it may be revoked. A

revocation password is reguired to ensure that only you may revoke your cerificate;
Revocation Password |...............

Re-enter Revocation
FPassword

Comodao Mewsletter Optin?

Subscriber Agreement

Flease read this Subscriber Agreement before applying for, accepting, or using a digital
cerificate. [fyou do not agree to the terms of this Subscriber Agreement, do not apply for, accept,
or use the digital certificate.

Email Cerificate Subseriber Agreement s

THIS AGREEMEMT CONTAIMNS A BINDING ARBITRATION CLALSE.
FLEASE READ THE AGREEMENT CAREFULLY BEFORE ACCEPTING
THE TERMS AND CONDITIONS.

IMFORTANT-FLEASE READ THESE TERMS AND CONDITIONS
CAREFULLY BEFORE AFFPLYING FOR, ACCEPTING, OR USING A
COMODD EMAIL CERTIFICATE. BY USING, APFLYING FOR, OR
ACCEPTIMG A COMODO EMAIL CERTIFICATE OR BY ACCERTING

THIZ AGREEMEMT BY CLICKING ON "l ACCEFPT" BELDWY, 01
ACKNOWLEDGE THAT %'0OU HAWE READ THIS LICEMSE

AGREEMENT, THAT wOU UNDERSTAMD IT, THAT w0OU ACCEPT

THE TERMS AS PESEMNTED, AND AGREE TO BE BOUND BY ITS
TERMS. IF¥OU DO NOT AGREE TDO THE TERMSE AND COMDITIONS

OF THIS SUBSCRIBER AGREEMEMNT, DO MOT APFLY FOR, ACCEPT, s

Agree & Continue

*  Read the Email Certificate Subscriber Agreement and click 'Agree & Continue' to continue. You will be prompted to
enter a Master Password. This password is required whenever you want to import, export or backup the certificate in
future.

Password Required |-')_(|

—

i:) Please enter the master passwaord For the Software Security Device,
-

[_ Ok ] [ Cancel
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e Click'OK'. The key generation progress will be indicated.

Generating A Private Key

Keyw Generation in progress... This mayw take a Few minutes. ...

Please wait...

*  On completion, a success indication will be displayed. You will be sent an certificate collection email.

et AL

COMODO - -
@

Creating Trust Online®

et W e W famas s W e
Application for Secure Email Certificate iet=lls By B (o
. . . N Step 1: Provide details
Application is successful! for yaur cerificate
Details on how to collectvour free Secure Email Cedificate will he sentto Step 2: Callect and
testuser720@omail.com. install your cerificate

Congratulations on choosing Secure Email Certificates to Keep vour email confidential.

Step 2 Collection and Installation of the Certificate

e (Click the button 'Click & Install Comodo Email Certificate' in the certificate collection email.
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COMODO Tel Szles © +1 288 2EE 6361

Fax Sales :
+1.201.9532.9003

Your Comodo FREE pap——
Personal Email Certificate
Is now ready for collection! 7 -

Crear Test 1, Horer to encrypt mail

Step 1
Congratulations - your Comodo FREE Personal Secure Email Cedificate is now

i o :
ready for collection! wou are almost able to send secure email! Cregte 3 new il

Simply click on the button below to collect yvour cerificate, L e
[t 1
T o T e B
| ke
Click & Install Comodo Email Certificate ::.,...,.. o = :::'
b= O g bapar
Mote:- If the abowe button does not war, please navigate to Step 2
htpsfisecure. comoda.net/products! SecureEmailCerificate CallecZ Enter waur :
email addresz and the Collection Passward which is: 7iHESMHNAASS hZn B A L

O S RS S e e

“our Comodo FREE Personal Secure Email Cerdificate will then be Cmssumey, W S0

automatically placed into the Cerificate store on wour computer. TR e
-~ =y

Click "7v'es" if wou see a3 "Potential Scripting Wiolation" window asking "Cra you e -

want this Program to add Cedificates now?
Step 3

ok : ; Choose "Security
Flease visit http:dva. comodogroup. comfsuppotfproducts’em ail certss Setting=.." and click "Add

index himl for guidance on configuring wour email client to use yvour cerificate | digital signatures"

to secure email.

Mote:- Wire strongly recommend that vou export wour cedificate to a safe place in

caze wou nead to reload it later. For details, please see I Bt s st

hitp: e, instantssl. comissl-cedificate-supportfserver faglssl-email- s . i ‘::.::::.‘:::

cerificate-fag.html. e [T
iam— Bty S

“ou can revoke your certificate by olicking on the button belaw. e

Your email certificate will be automatically fetched from the Comodo server and installed it in your system and a confirmation
dialog will be displayed.

I Your personal certificate has been installed, You should keep a backup copy of this certificate,
'}
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Your digital certificate has now been installed in the Windows Certificate store and is ready for use. You can check your
certificate is present by opening Internet Explorer and clicking Tools > Internet Options > Content > Certificates > Personal. In
order for your contact to be able to select this certificate in Unite for the purposes of authenticating your connection, you first
have to it to them. This is done by simply sending your contact a signed email. See the next section, 'Sending your certificate to
your contact' for an explanation of how to do this.

Sending your certificate to your contact

After installing your email certificate, configure your mail client to use this certificate for encrypting and digitally signing your
email messages by following the instructions given in the certificate collection email. Once you send a digitally signed email,
your certificate will also be installed in your contact's machine and can be selected from within their installation of Unite for the
purpose of authenticating you.

Compose a friendly email and send to all your contacts.
In order to make your email client like Outlook to use your certificate to encrypt and digitally sign your emails:
»  Click Tools > Options > Security.

e Click the 'Settings' button under the Encrypted e-mail area. The Change Security Settings dialog will open.

| Preferences | Mail Setup | Mail Format { Speling |
Security | Other | Mail Anti-Virus |

Encrypted e-mail
q_ Encrypt contents and attachments for outgoing messages
Add digital signature to outgoing messages
Send clear text signed message when sending signed messages
["1Request 5/MIME receipt for all 5/MIME signed messages
g —
Default Setting: | My 5/MIME Settings (jsmith@exa "
N
Security Zones

iy LR Change Security Settings
content can be runin =

. Security Setting Preferences
Zone: &Y Restricted . .
Security Settings Mame:
Download Pictures | My 5/MIME Settings {jsmith @example.com) v |
[ Change Automatic Dowv

Cryptography Format: |S,|'MIME hd |

Digital IDs {Certificates
g ( ) Default Security Setting for this cryptographic message format

o Digital ID's or Certificates 3
identity in electronic transd Default Security Setting for all cryptographic messages
[ Security Labels... ] [ New ] [ Delete ] Password...
Certificates and Algorithms —
[ Signing Certificate: | K Choose. .. 'I
Hash Algorithm: |SHA1 w |
Encryption Certificate: | | [ Choose... l
Encryption Algorithm: | 3DES w |

Send these certificates with signed messages

L OK J [ Cancel

»  Click 'Choose' button beside the Signing Certificate text box. The Select Certificate dialog will open.
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Select the certificate you want to use,

Issued to Issued by Intended P...  Friendly na...  Expiration ...

2 John Smith UTK-USERFir... Secure Ema... John Smith a/56/2010

&

|

I oK H Cancel ” View Certificate

e Select your email certificate and click 'OK'.

*  Outlook will automatically select the same email certificate as your Encryption Certificate. If not, click the 'Choose'
button beside the Encryption Certificate text box and select your email certificate from the Select Certificate dialog.

»  Select the check box 'Send these certificates with signed messages' to ensure that your certificate is sent to your
contacts/recipients.

e Click 'OK"in the Change Security Settings dialog.
*  Click 'Apply" in the Options dialog for your settings to take effect.

Now you can configure your email client to automatically sign and/or encrypt your emails OR you can manually sign and/or
encrypt the mails you are composing.

To configure your email client to automatically sign and/or encrypt your emails

»  Click Tools > Options > Security.

*  Click the 'Settings' button under the Encrypted e-mail area. The Change Security Settings dialog will open.

Options |q &|

| Preferences I Mail Setup || Mail Format || Spelling |
Security | Other [ Mail Anti-Virus

Encrypted e-mail

&;j [W]Encrypt contents and attachments for outgoing messages:
Add digital signature to outgoing messages

Send dear text signed message when sending signed messages
[]request 5/MIME receipt for all 5/MIME signed messages

Default Setting: |My SMIME Settings (jsmith@exa | [ Settings. ..

Security Zones

7 Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

Zone: | () Restricted sites v [ zone settings...

Download Pictures

[ Change Automatic Download Settings... l

Digital IDs (Certificates)

i Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.

[ Import/Export... ] [geta Digital ID. ..

L OK J’ Cancel l App

»  Select the check boxes beside 'Encrypt contents and attachments for outgoing messages', 'Add digital signature to
outgoing messages' and 'Send clear text signed message when sending signed messages'.
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Your email client will encrypt and digitally sign all the email messages sent by you.
To manually sign/encrypt the emails you send

*  Compose the email as usual.
»  Click the 'Digitally Sign Message' button @to sign the message

e Click the 'Encrypt Message Contents and Attachments' button to encrypt the message and the contents.
*  Send the message to your contact.

Your contact will now be able to authenticate you by selecting your certificate while configuring the Desktop Sharing - Access Control in
their Unite installations.
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Appendix 2 - How to Improve Performance
by Using Direct Connections

In order to establish direct connections between clients (highly recommended), system administrators have to open certain ports
on both client computers and NAT/Firewall (if applicable).

Ports need to connect to servers:

e TCP 443 connect to Unite server/web server
e UDP 8000 for p2p mediator server
Ports needed for clients to connect to each other:

e UDP 12000 -13000 - to build direct, peer-to-peer, connection between clients.

Unite attempts to use a random port between 12000 and 13000 for P2P connections. Unite tries to bind to one available port in
this range, moving to the next if it happens to be in use by another application. Some firewalls or routers may entirely block
network traffic on this range. If this range is not available the Unite server will establish a relayed connection instead.

Background

All connection requests to other machines in your network are initially brokered by the Comodo Unite server. Upon receipt of the
connection request, the server will first attempt to set up a direct, peer-to-peer connection between the computers. If it cannot
establish a direct connection, then it executes the next best option of establishing a relayed connection.

A direct connection is, as the name suggests, a straight connection between computers in a Unite network (peer to peer
connection).

In contradistinction, a relay connection means the Unite server acts as 'middle man' between the two computers in the network.
Computer A connects to the Unite server and the Unite server connects to Computer B. All information sent from Computer A will
pass through a secure, encrypted tunnel through the server to Computer B.

Why Are Direct Connections Better?

»  Speed - With direct connections, data is passed directly back and forth rather than being redirected through the
extra hop of the Unite server. Relayed connections are always going to suffer from a certain lag due to this simple
fact.

*  Reliability - A direct connection will decrease or eliminate the effect of any server issues on your network (for
example, server downtime, slow response times during times of high traffic).
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
STE 100

Clifton, NJ 07013
United States

Tel: +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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